
A  lot has happened in the 
world of data protection and 
adtech recently. At EU level, 
the Court of Justice of the 

European Union (‘CJEU’) issued its 
decision in the Planet49 case in Octo-
ber 2019 (Case C-673/17), confirming 
that consent for cookies cannot be 
obtained via a pre-ticked checkbox. 
The CJEU also confirmed in that  
case that a valid consent for cookies 
requires, among other things, prior 
information on the storage period of 
the cookie and whether third parties 
have access to the cookies. A number 
of EU Supervisory Authorities (‘SAs’) 
have also issued guidance on how to 
use cookies and similar technology in 
compliance with European data pro-
tection law. Additionally, we are start-
ing to see first enforcement actions by 
SAs in this field. 

This article discusses the impact of 
these recent developments for the 
adtech industry, as well as for adver-
tisers and publishers. 

What is adtech?  

‘Adtech’ refers to technologies used 
for online targeted advertising, mean-
ing personalised advertisements on 
websites or mobile apps which are 
specifically selected for a particular 
user, based on their characteristics  
or interests. Most internet users will 
be familiar with seeing personalised 
advertisements appear on the web-
sites and apps they visit, but much 
less aware of the complex process 
behind the scenes that enables this  
to happen.  

There are a number of different per-
mutations of the basic business mod-
el, but one of the most common (and 
one that has attracted particular atten-
tion) is ‘real-time bidding’ (‘RTB’).  
In RTB, while a website is loading,  
the website operator (the ‘publisher’) 
auctions the available advertising 
space on its website for advertisers 
(i.e. brands) to purchase. Typically, 
the advertiser does not purchase the 
ad space directly from the publisher, 
but does so through a series of inter-
mediary providers of adtech services, 
which might include demand-side plat-
forms (‘DSPs’) on the advertiser side, 
supply-side platforms (‘SSPs’) on the 
publisher side, and ad exchanges.   

The RTB process itself typically  
relies on the use of cookies or similar 
technologies (such as pixels, plugins 
or device fingerprinting) to track the 
user when they visit a website or app. 
This then triggers a real-time bid re-
quest containing information about 
that user, which is typically sent, via 
an SSP, to an ad exchange and to 
hundreds of DSPs, thereby allowing 
advertisers to assess and bid on the 
request, based on the types of users 
they want to reach. The winning bid-
der’s ad is then placed on the website 
or app by the advertiser’s ad server, 
which also tracks its performance. In 
practice, the process is highly complex 
and is underpinned by a sophisticated 
technical ecosystem, often involving 
hundreds of different parties. The bid-
ding process is also entirely automat-
ed, and typically happens in millisec-
onds.    

Adtech has many advantages. It  
allows advertisers to reach a new  
audience with their advertisements 
and publishers to increase the reve-
nue by selling website advertising 
space to the highest bidding company. 
However, the industry also faces a 
multitude of privacy issues, not least 
because of the complexity of the un-
derlying ecosystem and the numerous 
actors involved. 

How does data protection 
law apply to adtech? 

From a data protection law perspec-
tive, there are two distinct but overlap-
ping regimes to consider. 

Firstly, the EU Privacy and Electronic 
Communications Directive 2002  
(‘e-Privacy Directive’, which contains 
rules on the use of cookies and similar 
technologies) and the Member State 
laws that implement it need to be  
considered, because adtech typically 
relies on the use of cookies, pixels 
and other tracking technologies to 
collect information about the user.  
It is important to note here that the  
e-Privacy Directive is technology-
neutral, meaning it applies not only
to cookies, but also to any technology
used to store or access information
in a similar way. In addition, the e-
Privacy Directive’s scope is not limited
to personal data, but instead applies
to any use of tracking technologies
to collect information from a user’s
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device, regardless of whether that 
information is personal data or not.   

Furthermore, because online targeted 
advertising almost always involves 
processing personal data, the GDPR 
is also relevant, both in relation to  
the initial collection of the 
data, and any subsequent 
processing of that data by 
the various actors involved. 

Cookies and adtech  

Requirements for  
non-essential cookies: 
notice and consent —  
The usage of cookies is 
governed by Article 5 (3)  
of the e-Privacy Directive 
under which it is only  
permitted to store or  
gain access to information 
stored on the terminal 
equipment of a user,  
where the user concerned: 
(i) has given their consent;
and (ii) has been provided
with clear and comprehen-
sive information, including
information about the
purpose of the processing.
As such, the placing of a
cookie on a user’s device,
or using other technology to
gain access to information
stored on the user’s device,
usually requires consent
under the e-Privacy
Directive. There is an ex-
ception for cookies which
are essential to provide a
service requested by the
user, but cookies used for
the purposes of targeted
advertising will not normally
be considered essential.

The EU Member States 
were required to transpose Article  
5 (3) of the e-Privacy Directive into 
national law. The UK, for example, 
implemented Article 5 (3) of the  
e-Privacy Directive through Regula-
tion 6 of the Privacy and Electronic
Communications Regulations 2003
(‘PECR’). The current rules on cook-
ies under the e-Privacy Directive were
originally intended to be replaced by
a new e-Privacy Regulation in May
2018, alongside the GDPR. However,
nearly two years on, the e-Privacy
Regulation is still not finalised, so the

local laws implementing the e-Privacy 
Directive remain applicable for the 
time being.   

The delays to the e-Privacy  
Regulation initially led to considerable 
uncertainty regarding the interplay 

between the e-Privacy 
Directive and the 
GDPR, in particular  
in relation to the 
standard of consent 
required to set cook-
ies. However, more 
recently, a number  
of EU SAs, such as 
the Data Protection 
Commission in Ireland 
and the CNIL in 
France, have issued 
fresh guidance on 
cookies to help clarify 
the situation, and it is 
now fairly clear that 
SAs will expect cookie 
consents to meet the 
GDPR standard. That 
is, the consent must 
be freely given,  
specific, informed, 
unambiguous, and 
confirmed by a state-
ment or positive action 
(and a pre-ticked box 
or equivalent, such  
as a slider defaulted  
to ‘on’, will not suffice). 
Although the UK is 
technically no longer 
an EU Member State, 
the UK Information 
Commissioner's Office 
(‘ICO’) also issued 
new guidance on 
cookies in July 2019 in 
which it took a similar 
position. The ICO  
and the CNIL have 
also confirmed that 
implied consent formu-

lations such as ‘by continuing to use 
our website you agree to our use of 
cookies’ will not constitute valid con-
sent — which is broadly in line with 
the position taken by the CJEU in its 
Planet49 decision.  

Uncertainty in Germany: what  
are the cookie rules? — Unusually 
among Member States, in Germany, 
Article 5 (3) has not been explicitly 
implemented into national law, as 
German lawmakers took the view  
that the existing provisions of Sec-

tions 12, 13 (1) and 15 German  
Telemedia Act already sufficiently 
reflected the cookie requirements 
under the e-Privacy Directive. The 
German SAs, however, have been 
demanding a national implementing 
law for Article 5 (3) of the e-Privacy 
Directive for years. In their view, the 
rules of the German Telemedia Act 
are insufficient to implement the cook-
ie requirements under the e-Privacy 
Directive.  

In light of the GDPR, the German SAs 
have stated publicly that the German 
Telemedia Act, to the extent it relates 
to data protection, shall no longer 
apply as of 25th May 2018 due to 
Article 95 of the GDPR. Consequent-
ly, the German SAs currently apply 
only the general GDPR requirements 
for data processing activities involving 
cookies, and no additional cookie-
specific rules.  

Interestingly, despite the pronounce-
ments of the German SAs, the  
German Supreme Court still appears 
to consider the German Telemedia 
Act good law in relation to data  
protection, and applied certain data 
protection-related provisions of the 
German Telemedia Act in a recent 
decision in September 2019. Howev-
er, this decision was concerned with 
the provisions of the Telemedia Act 
relating to the disclosure of personal 
data for the purposes of establishing 
and exercising legal claims, rather 
than the provisions on cookies. 
Therefore the position on cookies  
in Germany remains unclear. 

Where does the GDPR fit 
in? 

As stated above, the use of cookies  
in the adtech context generally in-
volves processing of personal data. 
The data shared by the website  
operator with the various advertising 
companies through the RTB process 
can result in very detailed profiles 
being created about the users  
concerned. These profiles consist  
of data collected by the website  
operator or by third parties through 
cookies and similar technologies,  
and might include data such as IP 
address, type of device, country,  
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websites visited and search queries 
on search engines. Taking the broad 
definition of personal data under the 
GDPR into account, this information 
will qualify as personal data. As  
such, the initial collection of personal 
data through the use of cookies,  
the sharing of those data with the 
advertising companies, and the  
further processing by those compa-
nies as part of the adtech ecosystem, 
is subject to the GDPR’s require-
ments, in addition to the e-Privacy 
requirements discussed above. 

Legal basis for processing 

A number of SAs have recently  
confirmed that consent will generally 
be the most appropriate legal basis 
for processing in the adtech context. 

For example, the German SAs  
take the view that processing activi-
ties relating to tracking pixels for  
advertising purposes require consent; 
in their view, legitimate interests does 
not work, because the user has an 
overriding legitimate interest against 
such tracking. Furthermore, the SA in 
Baden-Württemberg has confirmed 
that website operators using cookies 
relating to advertising networks re-
quire consent.  

In the UK, the ICO has taken a similar 
position, and has stated in its recent 
report on adtech and RTB (copy at 
www.pdpjournals.com/docs/888050) 
that consent will generally be the  
appropriate legal basis in this context, 
for both the initial placing of the cook-
ie and for any subsequent processing 
performed by the various actors  
within the ecosystem. The ICO also 
observed in its report that there is 
currently a general lack of clarity and 
understanding in the industry around 
what the correct lawful basis for  
processing should be, as at present 
many companies offering adtech  
services or engaging with adtech  
providers rely on legitimate interests 
for processing, rather than consent. 
Like the German SAs, however, the 
ICO considers that legitimate inter-
ests will generally not be appropriate 
in the RTB context in view of the in-
trusiveness of the processing and the 
fact that most individuals are unlikely 
to expect it. 

Given the high standard of consent 
set by the GDPR, the SAs’ position 
on legal basis creates considerable 
practical challenges for the industry. 
We explore these further below.  

What does ‘good’ consent 
look like? 

Firstly, as stated above, an active 
indication of consent (opt-in) is re-
quired, as confirmed by the European 
Court of Justice in the recent 
Planet49 decision. Opt-out consent 
solutions, or solutions which rely on 
the user’s silence or inactivity, such 
as pre-ticked boxes in a cookie ban-
ner or statements that the user con-
firms their agreement ‘by continuing 
to use our website’, will not be suffi-
cient. The opt-in consent must also 
be obtained before any processing 
activities are commenced, i.e., before 
any non-essential cookies are placed 
on the user’s device and before  
data about the user are collected  
and shared with the various third  
parties in the ecosystem, i.e. before 
the RTBF process starts.  

Secondly, the consent text must  
provide sufficient detail on the pro-
cessing activities to which the user is 
asked to consent, including details of 
any third party recipients of the data. 
The Planet49 decision confirms that 
the consent text must not only specify 
the controller and the processing pur-
poses but also the recipients or cate-
gories of recipients (to address the 
GDPR requirement of fairness), and 
how long the cookies are in operation.  

With respect to the recipients, the 
Article 29 Working Party stated in its 
guidelines on transparency (WP 260, 
now adopted by the European Data 
Protection Board) that the recipients 
should be identified by name, rather 
than referring merely to categories  
of recipients. Again, this is fundamen-
tally about the principles of fairness 
as well as transparency, and is in-
tended to ensure that data subjects 
know exactly who has their personal 
data. Further, the Article 29 Working 
Party stated in its guidelines on con-
sent (WP 259) that all recipients re-
ceiving the data as controller and re-
lying on the consent must be identi-
fied by name in the consent text.  

In the UK, the ICO has indicated  
that it shares this view, and that this 
interpretation of the requirements (i.e. 
that the recipients of the data should 
be individually named) applies equally 
in the adtech context. When these 
transparency and consent require-
ments are applied in the adtech  
sector, the consent text would need  
to mention: (i) the identity of the web-
site operator as initial controller; (ii) 
the categories of personal data to be 
collected and shared in the adtech 
ecosystem; (iii) the purpose of the 
processing (for example, analysing 
the data, matching it with other da-
tasets or sharing with third parties to 
serve targeted ads); (iv) the lifespan 
of the cookies used; and (v) each  
of the advertising companies as a 
recipient of the personal data.  

The GDPR transparency and consent 
requirements (and current interpreta-
tions of those requirements from 
courts and SAs) therefore raise nu-
merous practical difficulties, not least 
because the number of advertising 
companies involved in the adtech 
ecosystem can easily run into the 
hundreds. Following a strict interpre-
tation of the requirements, such  
detailed information on (potential) 
recipients, together with the other 
information required, would likely  
entail an extremely lengthy consent 
text, which in practice most users  
are unlikely to read or understand. 
Paradoxically, this may ultimately 
result in a lack of transparency and  
in a lack of sufficiently ‘informed’  
consent from the users, as well as 
being detrimental to the user experi-
ence. One possible solution might be 
a ‘layered approach’ providing users 
with consent language in a banner or 
pop-up that summarises the aspects 
(i) to (v) above with links to a second
layer setting out the required infor-
mation in more detail. However,
formal guidance from the SAs on
this issue is currently very limited,
and so it is by no means certain that
this approach would be considered
satisfactory.

Finally, consent must be freely given.  
This means users must have a genu-
ine choice and must have the free-
dom to refuse consent; in addition, 
the user must be able to withdraw 
consent in the future. Website opera-
tors and other players will also need 
to respect the user’s choices, and not 
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place cookies on the user’s devices 
or present tailored advertising to the 
user if the user has not given their 
consent. ‘Cookie walls’ (which require 
users to ‘agree’ or ‘accept’ the setting 
of cookies before they can access  
an online service’s content) are also 
unlikely to represent a compliant ap-
proach, because the user is effective-
ly forced to accept the cookies in or-
der to access the service. 

Impact for advertisers, pub-
lishers and adtech providers 

A number of SAs, most notably the 
ICO, have expressed concerns about 
the current level of data protection 
compliance in the adtech industry.  
In its June 2019 report on adtech  
and RTB, the ICO stated that organi-
sations involved in the RTB ecosys-
tem should adjust their current data 
protection practices and in particular 
will need ‘to re-evaluate their ap-
proach to privacy notices, use of  
personal data and the lawful bases 
they apply’. More recently, the ICO 
has also stated that organisations  
that have not addressed the issues 
identified in its report risk being in 
breach of data protection laws, and 
has expressed disappointment that 
while there has been a positive  
response from some parts of the  
industry, other organisations ‘have 
their heads firmly in the sand’ and  
are ‘ignoring our message’. Further-
more, the ICO has warned that it is 
prepared to use its wider powers  
if organisations do not engage with  
its recommendations, which could 
include enforcement action. 

At the time of writing, neither the  
ICO, nor any EU SA, has issued  
formal guidance for the adtech indus-
try specifically. However, the ICO’s 
June 2019 report and subsequent 
pronouncements are still a useful 
measure for the compliance challeng-
es, and ultimately serve as a warning 
to the entire industry subject to EU  
or UK data protection law. As such, 
there are a number of actions that 
those involved in the industry should 
consider taking now: 

 cookie audits — organisations
should review both first-party and
third-party cookies that they cur-
rently use. This will be an essen-
tial first step in ensuring that priva-

cy and cookie notices are suffi-
ciently transparent and that cookie 
consents are genuinely informed; 

 contracts — all organisations
involved in sharing or receiving
data within the adtech ecosystem
will need to ensure their contracts
contain appropriate data protec-
tion clauses. Contracts will need
to clearly define the roles of the
parties (as controller, processor
or joint controller) and set out the
parties' respective responsibilities,
in particular with regard to notice
and consent requirements;

 review current consent mecha-
nisms — current cookie consent
mechanisms should be reviewed,
and if necessary updated, to align
with the legal requirements under
the GDPR and e-Privacy Directive,
and with SAs expectations. In
practice, this is likely to require a
collective effort from advertisers,
publishers, and the wider adtech
industry, as well as action from
organisations on an individual
level;

 review legal basis for processing,
both for initial placing of cookies
and other subsequent processing
activities such as profiling, third
party sharing, data augmentation
and targeting;

 review privacy and cookie notices
to ensure they accurately describe
which cookies are used, what data
is collected, how that data is pro-
cessed, and who it is shared with;
and

 undertake due diligence on data
received from third parties. In par-
ticular, it will be important to en-
sure that data subjects have been
provided with appropriate notices
and that consents obtained are
sufficient to cover the proposed
processing.

Outlook 

There is no question that the adtech 
industry is currently in the regulatory 
spotlight when it comes to privacy 
compliance, as illustrated by the 
ICO’s recent report on adtech and 
RTB and its subsequent pronounce-
ments. 

The industry is also attracting scrutiny 

from a number of other SAs around 
the EU. As such, data protection com-
pliance is increasingly seen as a key 
risk area for the adtech industry and, 
given the maximum fines that can be 
levied under the GDPR, this is a risk 
the industry will need to take serious-
ly. However, as we have seen, data 
protection requirements (particularly 
around transparency and consent) 
can be challenging to comply with in 
practice, largely because of the sheer 
number of actors involved.   

Where does this leave adtech?  
While it is still relatively early days, 
one possibility is that advertisers  
may begin to move to other models, 
such as contextual advertising, which 
carry a lower privacy risk. Long-term, 
we might also start to see the industry 
consolidating so that there are fewer 
actors in the data supply chain, which 
would go some way towards mitigat-
ing the data protection risks (though  
it would not eliminate the risk entirely, 
and a change on this scale is likely  
to take time). In the meantime,  
the adtech industry will need to re-
consider its current approach to data 
protection compliance and in particu-
lar the requirements on transparency 
and consent discussed above.  
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