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HOW WILL A NO-DEAL BREXIT
IMPACT DATA PROTECTION?

The EU and the UK have agreed an extension of the deadline for the UK's leaving the EU until at least 12 April 2019. It is still possible
that there will be a No-Deal Brexit on that date. We have set out a summary of the impact of a No-Deal Brexit on data protection,
but this is of course subject to continuing negotiations between the UK and EU and how (if at all) the UK will leave the EU is yet to be
determined.

Compliance with the GDPR Data Protection Impact Assessment
The European Union Withdrawal Act 2018 brings the GDPR into domestic ("DPIA")

@ 1 UK law. The draft Data Protection, Privacy and Electronic Communications @ 5 A UK company may not necessarily need a
(Amendments etc.) (EU Exit) Regulations 2019 (the "DP Exit Regulations") new or separate DPIA, but will need to
make some amendments to the GDPR that are necessary for it to operate consider which are the relevant regulators
correctly if and when the UK leaves the EU, and combine it with the Data for consultation. It may be necessary to
Protection Act 2018 to create a 'UK GDPR. consider both the relevant EU regulators

and the ICO.

Transfers from the UK to the EEA Breach Notifications

The UK Government has confirmed that it will transitionally recognise all
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Transfers from the EEA to the UK @ 7 Communications Regulations ("PECR")

In the event of a No-Deal Brexit the UK would become a third country Previously there has been much debate on
3 vis-a-vis the EU after Brexit day and data transfers from the EEA to the UK the interaction between GDPR and PECR.

would have to be legitimised by the EU. However for both the EU and the The DP Exit Regulations make a number of
UK there will be a strong imperative to reach an agreement (at least on a clarifications on this issue. In particular, the
transitional basis) to enable EEA-UK transfers to continue without the need DP Exit Regulations make it clear that the
for businesses to enter into model clauses or take other urgent measures. In definition of consent of a user/subscriber
November 2018 the EU Commission issued a notice confirming that on a under PECR is the same as the GDPR. This
No-Deal Brexit data transfers from the EEA to the UK would be an issue but helps to clarify questions in the context of
we are yet to see any further communication. ggg;t marketing and cookies which are in

The ICO is taking steps to help small businesses and has created an online
tool which helps businesses determine whether they need to put model

clauses in place, and helps to generate the contract. https://ico.org.uk/ Records of Processing
for-organisations/data-protection-and-brexit/standard-contractual- Controllers and processors should consider
clauses-for-transfers-from-the-eea-to-the-uk-interactive-tool/ 8 whether existing records need to be
@ revisited. Sections dealing with recipients in
Lead Supervisory Authorities ("LSA") third countries may need to be updated, as
companies whose activities are regulated
4 Organisations may need to revisit their position on LSAs. For example: under the GDPR will have to list tEe UK as a
i In the case of a company which currently has its LSA in the UK, the third country together with details of the
ICO will not be able to act as the LSA post-Brexit. The company would transfer mechanism relied on. Similarly
need to consider if an alternative LSA could be identified in an EU companies regulated under the UK GDPR
Member State where it has an establishment. But if there is no EU will have to list all EU Member States as
establishment, the company cannot artificially choose one and the third countries.

company would be subject to each relevant supervisory authority.

ii.  Inthe case of a company which currently has its LSA in an EU Member ; ;
State other than the UK, but has a business operation or processes Prlvacy Notices
data of an individual in the UK, the LSA in an EU Member State would Privacy notices will need to be updated to
continue but the company may also have to deal with the ICO for 9 reflect data transfers to and from the UK as
processing activities concerning the UK. a third country.

Organisations may also have to look at multiple sets of guidance for the
same processing activities as the EDPB may have a different view to the
ICO.

For a more detailed summary on the implications for data protection click here
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This note accompanies the guide How will a No-Deal impact Data Protection and provides a more detailed explanation of some of the
issues concerning a No-Deal Brexit and data protection. By "No Deal Brexit" we mean that the UK ceases to be a member of the EU

in accordance with article 50 of the Treaty or overriding UK law, without any specific withdrawal agreement, extension of the time
period for notice of intention to leave or withdrawal of such notice.

March 2019

Compliance with the GDPR

The most important thing about a No-Deal Brexit is that it does not remove the effect of EU law from UK law and more or less all the GDPR

1 will still be in effect in the UK. The European Union (Withdrawal) Act 2018 ("EUWA") repeals the European Communities Act 1972, which enacted
the supremacy of EU law over UK law. But the repeal of the 1972 Act does not repeal any of the vast number of laws made under its authority.
Those laws will continue to apply, under the authority of the EUWA, as UK law, subject to amendment by Parliament in the future.

The GDPR will continue to apply to the UK after Brexit although it will be amended in a very minor way under the authority of the EUWA to
make it consistent with the UK being outside the EU. The regulations amending it have been published in draft (the draft Data Protection,
Privacy and Electronic Communications (Amendment etc.) (EU Exit) Regulations 2019, which we'll call the "DP Exit Regulations". Following exit
day, the GDPR will be converted into domestic UK law, supplemented by the DPA 2018 creating the "UK GDPR". And organisations must comply
with the UK GDPR after a No-Deal Brexit.

Territorial Scope

The GDPR will remain an important concern for many UK organisations processing the personal data of individuals in the EEA. Similarly, many
2 organisations based in EEA countries will need to continue to abide by UK data protection law if they process the personal data of
UK individuals.

After exit day, the GDPR will still apply to the activities of UK organisations that process personal data about individuals in the EEA where that
processing relates to offering goods and services to those EEA individuals, or monitoring their behaviour (Article 3(2) GDPR). This is the case
irrespective of whether the organisation acts as a controller or a processor.

UK data protection law will effectively mirror the GDPR in this respect and the new UK GDPR will have extraterritorial application in a similar
way to the GDPR. This means that organisations based in the EEA (or elsewhere), which process personal data about individuals in the UK in
connection with offering them goods and services or monitoring their behaviour, will be subject to the UK GDPR in respect of those activities.

Data transfers
3 (i) Transfers of personal data from the EEA to the UK

The GDPR currently allows a two-way free flow of personal data between the EEA and the UK. That will change in the event of a No-Deal
Brexit, and the UK will become a "third country” for the purposes of transfers from the EEA to the UK. EEA-UK transfers will therefore be
treated in the same way as transfers to other countries outside the EEA after the UK's exit date. This position has also been confirmed by the
European Commission (the "Commission") in a statement on 13 November 2018.

The GDPR allows data to be sent from the EEA to certain non-EEA countries which have an "Adequacy Decision" from the Commission (meaning
the Commission considers those countries to provide a level of data protection equivalent to that in the EU). Personal data can be sent freely
from the EEA to countries designated as adequate, with no need to take additional steps to legitimise the transfer.

For countries not designated as adequate, "appropriate safeguards”" must be put in place to ensure the transfer of data from the EEA is lawful.
These could include:

. Standard Contractual Clauses ("SCCs") - standard form contracts prescribed by the Commission for controller-controller and controller-
processor transfers, and available on the Commission's website.

. Binding Corporate Rules ("BCRs") - legally binding data protection rules approved by the competent data protection authority which
apply within a corporate group. The ICO has issued guidance stating that for multinational groups with existing BCRs that cover the EEA
and UK group companies, with appropriate changes to show the new status of the UK as a third country, these BCRs are likely to permit
the transfer from the EEA to the UK (although this is subject to separate confirmation from the European Data Protection Board).

. Approved certification mechanisms and codes of conduct, together with binding and enforceable commitments of the controller or
processor in the third country. These are new mechanisms introduced by the GDPR, and currently not widely used in practice.

In the absence of an adequacy decision or of appropriate safeguards, a transfer or a set of transfers may still take place on the basis of
so-called "derogations” under Article 49 of the GDPR. These allow transfers in certain (limited) circumstances, for example where the transfer is
based on explicit consent or is necessary for the performance of a contract, for the exercise of legal claims or for important reasons of public
interest.

The Commission confirmed in its 13 November 2018 statement that there are no plans for a short-term adequacy decision for the UK, given that
various mechanisms already exist for organisations to legitimise their EEA-UK transfers. A contingency plan published by the Commission on 19
December 2018, which covered a number of other areas, was also silent on data transfers. There remains a strong imperative on both sides to
ensure data can continue to flow between the EEA and UK with minimal disruption to business, and it is still possible that the Commission
could produce a contingency plan for data transfers before the withdrawal date, despite its recent statements - but this is by no means certain.

In the interim, therefore, organisations should review their existing data transfer arrangements and, if necessary, put additional GDPR
safeguards in place to ensure EEA-UK data flows can continue following the UK's departure if no Adequacy Decision (or similar arrangement) is
forthcoming by exit day. Where a UK organisation receives personal data from the EEA, the sender will generally need to comply with the GDPR
transfer requirements and ensure there are appropriate safeguards in place, unless an Article 49 derogation is available. In most cases, the SCCs
are likely to provide the most suitable solution, though this should be assessed on a case-by-case basis. The ICO has produced an interactive
tool to help organisations use the SCCs where required as part of its efforts to encourage organisations to put appropriate safeguards in place
to ensure they are prepared for a No-Deal Brexit.

(ii) Transfers of personal data from the UK to the EEA

Transitional Arrangements

In the event of a No-Deal Brexit, transfers from the UK to EU Member States, other EEA countries and territories currently subject to an
existing Adequacy Decision issued by the Commission prior to exit day will continue to be permissible on a transitional basis for the purposes
of the UK GDPR, on the basis of the DP Exit Regulations.

These transitional provisions provide a legal basis under the DPA 2018 for transfers of personal data from the UK. These provisions are intended
to minimise the practical impact of a no-deal Brexit under UK law on data flows from the UK (although as mentioned above, transfers from the
EEA to the UK must also be addressed under the GDPR and the UK cannot legislate to permit such flows of personal data from the EEA to

the UK).





The DP Exit Regulations add the following transitional provisions to the DPA 2018 in respect of transfers of personal data from the UK:

. Transfers from the UK to EU Member States/EEA/Gibraltar - in relation to transfers from the UK to EU Member States, other EEA
countries, EU/EEA institutions and Gibraltar, on a transitional basis these territories and international organisations are deemed to have
been specified in adequacy regulations issued under the DPA 2018 as ensuring an adequate level of protection of personal data.

. Transfers from the UK to territories subject to an EU Adequacy Decision - transfers from the UK to territories which are subject to an
Adequacy Decision issued by the Commission prior to exit day will be permissible from a UK GDPR perspective on a transitional basis.

. EU Standard Contractual Clauses - it will be permissible to use the existing Standard Contractual Clauses (SCCs) which were previously
issued by the Commission for transfers from the UK to "third countries" after exit day.

. BCRs - BCRs authorised by the ICO will continued to be recognised for the purposes of the UK GDPR.

In practice this means in the event of a no-deal Brexit, that transfers from the UK to EU Member States, other EEA countries and territories
subject to an EU Adequacy Decision will continue to be permissible as a matter of UK law without organisations being required to put in place
further measures. In addition, if UK organisations currently rely on BCRs or SCCs to legitimise transfers outside of the EU/EEA, this will also
continue to be permissible as a matter of UK law on a transitional basis.

Transfer Mechanisms

As mentioned above, if approved in their current form the DP Exit Regulations will put transitional arrangements in place which will continue
to permit transfers of personal data outside of the UK in the event of a no-deal Brexit.

Outside these transitional arrangements, the DP Exit Regulations prescribe that decisions related to international transfers previously taken by
the Commission will now be taken by relevant UK authorities:

. Adequacy Regulations - the UK Government will have the power to make UK adequacy regulations to specify that a third country,
territory, sector or international organisation ensures an adequate level of protection (and from then Adequacy Decisions by the
Commission will no longer be valid in the UK other than in relation to the transitional arrangements outlined above).

. SCCs - the UK Government will have the power to prescribe UK standard contractual clauses ("UK SCCs") for use by UK organisations
transferring personal data outside of the UK. These UK SCCs will be separate from any SCCs prescribed by the Commission and the ICO will
not be required to seek approval of the UK SCCs from the Commission.

. BCRs - the ICO will be able to authorise new BCRs under the UK GDPR for the purposes of UK law.

Authorised Representatives

Article 27 of the GDPR requires a controller or processor not established in the EEA to designate a representative within the EEA, except those

4 controllers/processors whose processing is only occasional, low risk, and does not involve special category or criminal offence data on a large
scale or public authorities. In the event of a No-Deal Brexit, controllers and processors established in the UK or another non-EEA jurisdiction
must designate a representative in one of the EEA member states where data subjects are whose personal data is processed in relation to offers
of goods or services made to them, or whose personal data are monitored.

The DP Exit Regulations largely replicate the Article 27 requirement, requiring controllers and processors not established in the UK to designate
a representative in the UK (in addition to any representative they may be required to designate in an EEA member state under the GDPR). The
UK representative can be contacted by the ICO and/or data subjects, instead of or in addition to the data controller/processor, on all issues
related to data processing, for the purposes of ensuring compliance with the UK GDPR.

Privacy and Electronic Communications (EC Directive) Regulations 2003 ("PECR")

The UK implemented the EU e-Privacy Directive in UK law through PECR which amongst other things sets out specific consent requirements in
5 relation to electronic direct marketing and cookies and similar technologies.

The DP Exit Regulations address the interaction between the GDPR and PECR in relation to the standard of consent required for cookies and
electronic direct marketing by inserting a new definition of "consent” into PECR which corresponds to consent under the GDPR. This change will
come into force on 29 March 2019 even if the UK's exit date is different.

The EU has proposed a new e-Privacy Regulation to replace the current e-Privacy Directive but progress on agreeing this new piece of
legislation has stalled and it is unclear when the new e-Privacy Regulation will come into force. The impact of the new e-Privacy Regulation on
UK law (if it has an impact at all) will depend on when the new Regulation is finalised, on the ultimate timing of the UK's departure and on any
withdrawal agreement which the UK and the EU may agree.
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