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This edition explores developments in outsourcing regulation across Germany and the EU, Hong
Kong SAR, Singapore, Switzerland, the UK and the US.

Outsourcing service providers, which often sit outside the regulatory perimeter, are fast becoming an
integral part of the financial infrastructure. This is because many financial institutions are becoming
progressively more dependent on outsourcing due to its ability to reduce costs and, for digital
services, to adopt and scale new technology more quickly, accelerating their digital transformation.

While, for example, cloud services offer advantages, such as economies of scale, flexibility,
operational efficiencies and cost effectiveness, outsourcing can also present challenges in terms of
data protection, banking secrecy, security issues and concentration risk. These are challenges not
just for individual businesses, but also at a systematic level because large providers risk becoming a
single point of failure where many institutions rely on them.

Regulators are increasingly concerned about operational resilience and continuity of service, not just
for in-house systems and controls, but also in outsourced services. A further issue arises where
providers, in effect, may be the dominant party such as banking-as-a-service or if they carry on
licensed activities. All this is reflected in growing regulatory scrutiny of outsourcing and the issue of
regulatory requirements and guidelines to regulated institutions. As we discuss below, in some
jurisdictions there are proposals to grant regulators supervisory direct powers over some providers.

UK

In a move highly anticipated by the industry, the UK Treasury has confirmed that it will implement a
regime whereby third-party firms designated as "critical" will be subject to direct regulatory oversight.
The UK Treasury published a policy statement in June 2022, setting out its framework for mitigating
the risks caused by financial services firms outsourcing important functions to third-party service
providers; shortly after, the legislative framework was introduced to Parliament in the Financial
Services and Markets Bill 2022-23.

The forthcoming regime seeks to plug the systemic risk gaps left open by the UK's current operational
resilience framework when a third party provides critical functions to multiple firms in the financial
services sector. Under existing requirements, firms must ensure that their contractual arrangements
with third parties allow them to comply with the regulators' operational resilience framework; but these
requirements do not extend to the third-party firms themselves. If several firms rely on the same third
party for material services, the failure or disruption of this third party could have a systemic impact
across the financial sector.


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1081077/2022-06-08_critical_third_parties_policy_statement.pdf

The framework will enable the UK Treasury, along with the Bank of England, the Financial Conduct
Authority (FCA) and the Prudential Regulation Authority (PRA) (the financial regulators), to directly
oversee third-party service providers. Under the regime, the UK Treasury will consult with the financial
regulators before designating certain third parties that provide services to firms as “critical" (CTPs); it
will also be possible for the financial regulators to proactively recommend CTP designation. The UK
Treasury will also need to have regard to representations made by potential CTPs as well as financial
services firms. CTP designation is expected to take into account factors such as the number and type
of services a third party provides to firms and the materiality of these services and will be formalized

in secondary legislation.

Once a third party is designated as a CTP, the financial regulators will be empowered to make rules,
gather information and take enforcement action in respect of material services that CTPs provide to
firms. These powers will include the ability to set minimum resilience standards that CTPs will be
directly required to meet in respect of any material services that they provide to the UK finance sector,
together with additional information-gathering and investigatory powers to assess whether resilience
standards were being met, the power to direct CTPs from taking (or refraining from taking) specific
actions, and enforcement powers to remedy breaches.

The Bill is currently undergoing the legislative process, with Royal Assent expected in 2023. The FCA
and PRA issued a joint discussion paper in July 2022 setting out how they intend to use the powers
that they have been granted, with responses requested by 23 December 2022. Following Royal
Assent and feedback from the discussion paper, the regulators will publish a consultation paper
setting out the proposed rules. Once the regulatory rules are finalized, the UK Treasury will begin
designating CTPs.

Although the introduction of the new framework will place significant new regulatory burdens on
designated CTPs, the population of affected third-party service providers is expected to remain small,
at least in the short term, as the market for these services tends to be highly concentrated. In
particular, analysis from the Bank of England highlighted that, as of 2020, over 65% of UK firms used
the same four cloud providers for cloud infrastructure services.

Third-party service providers should keep a watching brief as legislation is introduced and more
information becomes available about the criteria to be used for designation to assess whether they
could be caught by the new framework. Although financial institutions will not be directly affected by
the new CTP framework, they will remain accountable for managing risks to their operational
resilience and should begin to consider how the CTP framework should be integrated into their own
operational resilience policies and processes (for example, whether contractual terms might need to
be modified).

EU

The UK's CTP framework is similar to the oversight regime for critical information and communication
technology (ICT) third-party service providers set out by the EU Commission in its proposed
Regulation on digital operational resilience for the financial sector (widely referred to as the Digital
Operational Resilience Act (DORA)), although the two regimes take different approaches. Under
DORA, the European Supervisory Authorities (ESAs) will designate the ICT third-party service
providers that are critical for financial entities, which will then become subject to oversight in relation
to their resilience from the European Banking Authority (EBA), the European Securities and Markets
Authority (ESMA) or the European Insurance and Occupational Pensions Authority (EIOPA) as lead
overseers.
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https://www.bankofengland.co.uk/prudential-regulation/publication/2022/july/operational-resilience-critical-third-parties-uk-financial-sector
https://www.bankofengland.co.uk/bank-overground/2020/how-reliant-are-banks-and-insurers-on-cloud-outsourcing
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52020PC0595

The approach to designation set out in DORA is much more granular and harmonized than that to be
expected under the UK's CTP framework. At a high level, DORA requires the ESAs to consider
designation criteria, including the systemic impact of the services, the systemic importance of the
financial institutions relying on the services, critical or important functions provided, substitutability and
number of member states involved — and the Commission is further empowered to adopt delegated
acts supplementing these criteria. By contrast, the approach adopted by the UK Treasury is much
more discretionary, in keeping with its general post-Brexit approach to financial services regulatory
reform.

After designation, the lead overseer must assess whether the critical ICT third-party service provider
has in place comprehensive, sound and effective rules, procedures, mechanisms and arrangements
to manage the ICT risks which the provider may pose to financial entities, and adopt an individual
oversight plan for the provider based on this assessment. The lead overseer is also granted similar
information-gathering and investigation powers as those granted to the UK financial regulators under
the UK's CTP framework, as well as the powers to issue recommendations and impose financial
penalties. However, whether DORA and the UK's CTP framework will significantly diverge in practice
remains to be seen, with much of the detail forthcoming in technical regulatory standards from the
ESAs and in detailed rule proposals from the UK financial regulators.

The Council of the EU and European Parliament reached provisional political agreement on DORA in
May 2022. Formal adoption by both institutions will now follow, with the European Parliament
expected to consider DORA in plenary in November 2022, followed by publication in the Official
Journal and entry into force in late 2022 or earlier 2023. DORA will apply 24 months after entry into
force.

Germany

German regulation of third-party service providers is shaped by its membership of the EU together
with its domestic requirements. In addition to the forthcoming DORA framework (as explained above),
key recent developments regarding cloud outsourcing in Germany concern: i) the implementation of
the EBA Guidelines on outsourcing; ii) the implementation of the ESMA Guidelines on cloud
outsourcing; and iii) legislation introduced in the wake of the Wirecard scandal in Germany referred to
as FISG.

EBA and guidelines

Regarding the EBA Guidelines, instead of simply declaring them domestically applicable, the
German regulator, BaFin, modified its circular "Minimum Requirements on Risk Management"
(MaRisk) in August 2021. Section AT 9 of it simply details the German regulatory outsourcing regime
for banks and financial services providers and requires close scrutiny. As a result, it is difficult to use
standard checklists that were prepared to track compliance with the EBA guidelines and it is unclear
whether MaRisk contains additional requirements (over and above the EBA Guidelines).


https://www.europarl.europa.eu/news/en/press-room/20220510IPR29221/protecing-the-eu-s-financial-system-from-cyber-attacks-and-ict-disruptions
https://www.eba.europa.eu/sites/default/documents/files/documents/10180/2551996/38c80601-f5d7-4855-8ba3-702423665479/EBA%20revised%20Guidelines%20on%20outsourcing%20arrangements.pdf?retry=1
https://www.bundesbank.de/resource/blob/623102/bca5bafd72a669115b15c4125e063feb/mL/minimum-requirements-for-risk-management-mindestanforderungen-an-das-risikomanagement-marisk-data.pdf

As a side note, since the regulation of investment firms has been removed from the German Banking
Act, these are now regulated in the new Securities Institution Act (except for large so-called "Class 1"
firms), and technically, MaRisk no longer applies to investment firms. However, since BaFin has not
yet created a separate lighter-touch risk management regime for investment firms, MaRisk continues
to apply to them in the interim.

In contrast, BaFin has implemented the ESMA guidelines on cloud outsourcing by simply declaring
them applicable in a notice published in June 2021. The problem is that BaFin failed to clarify whether
this makes its earlier guidance on cloud outsourcing obsolete regarding investment firms and fund
managers. The BaFin guidance note on cloud outsourcing was meant to summarize the requirements
for cloud outsourcing across all regulated sectors. We take the view that the ESMA guidelines have
not superseded the BaFin's guidance on cloud outsourcing, since the two papers cover different
aspects of cloud outsourcing.

FISG

Another interesting development concerns the tougher rules on outsourcing in the FISG, which
entered into force on 1 July 2021. Under the FISG, all regulated firms need to notify BaFin of their
intent to outsource a material activity. Before the FISG came into force, this rule applied only to
insurance undertakings. Moreover, regulated companies must notify BaFin of material changes and
serious incidents arising from outsourcing. Under the FISG, there is a statutory obligation on firms to
maintain a register of outsourced activities.

Crucially, under the FISG (and foreshadowing forthcoming DORA requirements), BaFin can directly
issue instructions to outsourcing service providers. For this purpose, non-EEA outsourcing providers
must appoint an agent in Germany for service of such BaFin orders. BaFin is permitted to issue
orders (i) that are suitable and required to prevent or stop breaches of regulatory rules or (ii) to
prevent or remove deficiencies concerning the regulated company, which could endanger the security
of client assets or impair the proper conduct of business or services. In the case of fund management
companies, such an order can also be issued to prevent the fund manager from becoming a letterbox
entity. These powers are rather broad fashioned and outsourcing providers should consider
appropriate protections in their outsourcing agreements, e.g., for increased costs or losses resulting
from compliance with such an order.

Hong Kong SAR

Ensuring ongoing operational resilience of financial institutions when using external providers has
been a long standing theme for the Hong Kong financial services regulators: the Hong Kong Monetary
Authority (HKMA) and the Securities and Futures Commission (SFC). Requirements aimed at
ensuring ongoing integrity and resilience associated with the use of third party service providers have
included, but are not limited to, the HKMA's Outsourcing requirements, the SFC's endorsement of
the Principles on Outsourcing of Financial Services for Market Intermediaries published in 2005 by the
International Organisation of Securities Commissions (I0SCO), (as subsequently been amended by
IOSCO in 2021), and detailed Electronic Data Service Provider requirements issued by the SFC in
2019, supplemented by FAQs in 2020.


https://www.esma.europa.eu/sites/default/files/library/esma_cloud_guidelines.pdf
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Fachartikel/2021/fa_bj_2106_FISG_en.html
https://www.hkma.gov.hk/media/eng/doc/key-functions/banking-stability/supervisory-policy-manual/SA-2.pdf
https://www.iosco.org/news/pdf/IOSCONEWS622.pdf
https://insightplus.bakermckenzie.com/bm/financial-institutions_1/hong-kong-sfc-issues-additional-guidance-on-external-electronic-data-storage

In October 2021, the SFC issued a circular to Intermediaries releasing operational resilience
standards and required implementation measures to supplement the SFC's existing guidance on
areas including cybersecurity, business continuity plans, internal controls and risk management. The
circular also included a "Report on Operational Resilience and Remote Working Arrangements"
and established a new Operational resilience standard on third party dependency risk management.
The new standard requires intermediaries to implement measures to identify, contain and manage
third party dependency risks. These include, for example, undertaking reviews at suitable intervals or
whenever there are changes in key service providers and ensuring that the risk of loss (financial or
otherwise) is at acceptable and appropriate levels.

On 31 May 2022, the HKMA issued a new Supervisory Policy Manual (SPM) module OR-2 on
Operational Resilience and a revised version of SPM module TM-G-2 on Business Continuity
Planning. The new OR-2 provides high level guidance to reflect the HKMA's expectation that all
authorized institutions (Als) will be operationally resilient. The requirements of OR-2 include
addressing third-party dependency management. In order to reduce the risk associated with the use
of a third party, amongst other requirements Als are expected to ensure that the third party has
equivalent operational resilience to the Al. Where this is not possible, they are expected to satisfy
themselves that the third party engagement will not weaken their ability to deliver critical operations in
the event of a disruption and there should be arrangements in place to satisfy themselves on a
continual basis that adequate operational resilience is maintained by the third party. Further,
consistent with normal BCP arrangements, an Al should have in place appropriate BCP arrangements
and exit strategies which address the failure or disruption to the services provided by the third party.
Als are expected not to enter into or continue any arrangements with third parties that would weaken
the operational resilience of any of their critical operations. The revised TM-G-2 aims to complement
the requirements of OR-2 by enhancing existing guidance on business continuity planning. The
HKMA requires all Als to have (i) developed an operational resilience framework and determined the
timeline by which it will become operationally resilient, within 1 year after the final OR-2 module was
issued (i.e. by 31 May 2023); and (ii) become operationally resilient as soon as their circumstances
allow and no later than 3 years after the initial 1-year planning period (i.e. by 31 May 2026).

The HKMA has further supplemented these requirements with the issue in August 2022 of its
Guidance on Cloud Computing. The guidance aims at consolidating various existing requirements.
They include requirements to address potential concentration risk, such that Als should keep under
regular review factors including: (i) the possibility of cloud portability; (ii) the availability of
interoperability solutions; (iii) the feasibility of adopting a multi-cloud strategy; and (iv) whether viable
exit strategies are in place to enable an orderly exit when needed, particularly under a stress
scenario. The HKMA considers that Als should also take into account and manage any potential
supply chain risks that may impact the provision of services by the cloud service provider. Als are also
required to have in place appropriate contingency plans to address disruption of cloud service
providers and satisfy themselves that a disruption will not impact an Al's operational resilience.

Singapore

The Monetary Authority of Singapore (MAS), Singapore's central bank and integrated financial
regulator, expects all financial institutions to ensure that the third-party service providers they rely on
for service delivery are subject to adequate governance, risk management and sound internal
controls. MAS also requires senior management to assess the risks from third-party services and
implement controls commensurate with the nature and extent of these risks. In recent years, financial
institutions have reported a variety of interruptions to digital banking services and while the root


https://apps.sfc.hk/edistributionWeb/gateway/EN/circular/intermediaries/supervision/doc?refNo=21EC41
https://www.sfc.hk/-/media/EN/files/COM/Reports-and-surveys/Report_Operational-resilience-and-remote-working-arrangements_Oct-2021_EN.pdf
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2022/20220831e1.pdf

causes lay mainly with them, at least one arose from an outage in a third-party cloud service provider.
Here, MAS expects firms to be able to recover systems supporting critical banking services within
hours.

MAS' Guidelines on Outsourcing define outsourcing arrangements as those where a service
provider provides a service that the financial institution may perform itself. Additionally, financial
institutions must be dependent on the service on an ongoing basis, which must be integral to the
provision of a financial service by the financial institution, or the service is provided to the market by
the service provider in the institution's name (e.g., banking-as-a-service). The guidelines also include
non-outsourcing arrangements (NOAS), which refer to third-party arrangements with service providers
that fall outside the definition of outsourcing arrangements, but nevertheless are subject to adequate
risk management and sound internal controls. Of relevance here, MAS has also published
Technology Risk Management Guidelines.

Under MAS' recently revised Business Continuity Management Guidelines (BCM Guidelines),
financial institutions should take into account third-party dependencies when engaging third parties to
support the delivery of their critical business services. The revisions aim to ensure strengthened
resilience against service disruptions due to IT outages, pandemic outbreaks, cyberattacks and
physical threats. With regard to outsourced critical business functions, the BCM Guidelines identify
the likelihood of concentration risk when several of an institution's critical business functions are
outsourced to a single provider. They make recommendations to mitigate concentration risk such as
separating primary and secondary sites of critical business services or infrastructure (e.g., data
centers) into different zones to mitigate wide-area disruption. Senior management responsible for
business continuity management (BCM) must familiarize themselves with the guidelines, which MAS
expects financial institutions to meet within 12 months of issuance. It will conduct the first BCM audit
within 24 months of issuance.

In August 2022, MAS published an information paper, Operational Risk Management -
Management of Third Party Arrangements, after conducting inspections on selected entities. MAS
observed that, although financial institutions generally have established frameworks and processes to
manage outsourcing arrangements, some fall short of expectations in managing oversight and risk
reporting of outsourcing activities, as well as due diligence and ongoing monitoring processes (e.g.,
due diligence is not completed on a timely basis and concentration analyses are not performed). For
NOAs, some financial institutions did not have robust frameworks to manage such arrangements, or
were at a nascent stage of developing controls to manage the associated risks. MAS additionally
found some entities were still at an early stage of setting up a third-party governance structure, and
were largely managing their NOAs in a decentralized manner through respective business units, when
it would have preferred the consolidated oversight of a management committee.

New legislation

The new Financial Services and Markets Act 2022 (FSMA), when in force, will enable MAS to
adopt a financial sector-wide regulatory approach to complement its existing entity and activity based
regulation. Among the key aspects are MAS' harmonized and expanded power to issue prohibition
orders and its harmonized power to impose requirements on technology risk management. MAS will
be able to prohibit service providers that have demonstrated by their misconduct the potential to
cause harm in the financial industry. Additionally, Section 6 extends the Guidelines on Fit and
Proper Criteria to ensure financial institutions appoint fit and proper service providers to undertake
key roles, functions and activities, thus requiring financial institutions to check that their service
providers' relevant employees who undertake functions are not prohibited from doing so.
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https://www.mas.gov.sg/regulation/guidelines/guidelines-on-outsourcing
https://www.mas.gov.sg/regulation/guidelines/technology-risk-management-guidelines
https://www.mas.gov.sg/regulation/guidelines/guidelines-on-business-continuity-management
https://www.mas.gov.sg/-/media/MAS-Media-Library/publications/monographs-or-information-paper/IMD/2022/Operational-Risk-Management---Management-of-Third-Party-Arrangements.pdf
https://www.mas.gov.sg/-/media/MAS-Media-Library/publications/monographs-or-information-paper/IMD/2022/Operational-Risk-Management---Management-of-Third-Party-Arrangements.pdf
https://sso.agc.gov.sg/Acts-Supp/18-2022/Published/20220511?DocDate=20220511
https://www.mas.gov.sg/-/media/MAS/Regulations-and-Financial-Stability/Regulations-Guidance-and-Licensing/Financial-Advisers/Guidelines/1-July-2021-FSGG01-Guidelines-on-Fit-and-Proper-Criteria.pdf
https://www.mas.gov.sg/-/media/MAS/Regulations-and-Financial-Stability/Regulations-Guidance-and-Licensing/Financial-Advisers/Guidelines/1-July-2021-FSGG01-Guidelines-on-Fit-and-Proper-Criteria.pdf

The FSMA obligations on outsourcing are in line with developments to ensure that financial
institutions enhance their oversight of outsourcing arrangements, such as MAS' Guidelines on
Outsourcing and recent Banking Act amendments to enhance MAS' supervisory oversight of banks'
outsourcing arrangements.

Switzerland

There have been two key recent developments on financial services outsourcing in Switzerland.
These concern first, the implementation of a draft supervisory circular to strengthen banks'
operational resilience by the Swiss Financial Market Supervisory Authority (FINMA) and second,
considerations over the use of decentralized securities and IT infrastructures based on distributed
ledger technology (DLT).

FINMA's efforts to strengthen banks' operational resilience will have a significant impact on IT
outsourcing providers. Rules on operational resilience aim to ensure that banks have the ability to
overcome significant shocks in a timely manner with minimal negative impact. This could be a
pandemic, a natural disaster or even a supply chain failure or cyberattack. To do so, banks must
identify critical operations whose interruption would jeopardize the continuation of the institution or its
role in the financial market and thus the functioning of financial markets. In comparison to the concept
of business continuity management, operational resilience has more depth, but is narrower in scope.

Supervisory circular

The draft circular and FINMA's explanatory notes make clear that the involvement of third parties will
be essential, explicitly naming cloud providers that will be affected. Hence, outsourcing providers
whose services fall within the scope of critical functions must expect additional demands from the
banks' side: support in the context of scenario planning, increased controls, integration into the control
processes of the outsourcing banks and exercises to test plans.

DLT services

Where financial institutions use DLT service providers, a key aspect when dealing with DLT-based
customer products is data protection. To the extent that neither client-identifying data (CID) nor any
other personal data is stored on a distributed ledger, there are no client confidentiality, banking
secrecy or data protection obligations to be observed. Swiss bank secrecy is always linked to CID.
However, indirect relationships between, for example, pseudonymized data and CID in clear form
(i.e., CID in the proper sense) must be considered under bank secrecy. In particular, financial
institutions must ensure that unauthorized third parties cannot combine pseudonymized data with
additional information sourced from other, possibly multiple, sources and thereby identify a client. This
applies in both an outsourcing scenario and where a financial institution itself processes data on the
ledger.

If securities are booked on DLT, for example, by tokenizing such securities as a Swiss ledger-based
security, the use of protocols such as Ethereum, tezos or other DLT applications would arguably be
considered an outsourcing arrangement under the applicable financial services laws and regulations.
However, a degree of uncertainty remains and the future practice of regulatory authorities and the
courts will provide more light on this point. On the basis that the arrangement is similar to participating
in a financial market infrastructure such as a securities settlement or payment system, one may take
the view there is solid ground to argue that the use of DLT does not qualify as outsourcing within the
meaning of FINMA Circular 2018/3. FINMA, however, has previously stipulated data storage, as well
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https://www.finma.ch/en/~/media/finma/dokumente/dokumentencenter/anhoerungen/laufende-anhoerungen/20220510-op-risk-banken/20220510_rs_operat_risiken_anhoerung_kp.pdf?sc_lang=en&hash=07FEA6FEEBA646F947EE12BEF3718FD8

as the operation and maintenance of databases and IT systems, as outsourcing which is subject to
the relevant regulatory requirements of FINMA. Therefore, certain services performed with DLT
applications, whether these are run directly by the financial institution or a third-party service provider,
may meet the definition of "outsourcing” under Swiss financial market laws.

us

Financial institutions rely on third-party partners and vendors for a range of products and services that
is both broad and business-critical. Vendors and partners provide a wide array of software,
operational technical support and solutions for trading, client interfaces, data storage, as well as a
range of outsourced services, such as communications capture and production, provision of so-called
"alternative data" and cyber security. No "Bite-size Briefing" could contain the full listing of all of the
ways that financial institutions depend on third parties to get the job done every day.

Requlated entity responsibility

For all of these products and services, regulators have always looked to the regulated entity to ensure
that the purchased product or service is actually working in a compliant fashion; when trouble ensues,
it is the regulated entity that is held responsible. This has been so whether or not the regulated firm
actually has visibility into the product. Thus, for example, if a vendor fails to implement a firm's
instructions — even written instructions — into software related to trading limits, the broker-dealer will
be held responsible by the regulator when entered trades exceed limits in those written instructions,
resulting in errors and potential Market Access Rule violations. This is because vendors and other
third parties fall outside of limited regulatory jurisdiction. As a result, financial regulators have
consistently warned the regulated, for example, in this Financial Industry Regulatory Authority
(FINRA) Regulatory Notice, to document, implement and test policies and procedures to review all
work and products provided by vendors, such as cybersecurity controls, and to actively manage
vendor engagements, particularly those with access to client information.

This thread was also picked up in the 2022 Report on FINRA's Examination and Risk Monitoring
Program. In the report, FINRA raises many of the same concerns as those cited in the regulatory
notice, including about cybersecurity and vendor controls generally. Further to the example noted
above, FINRA also asks whether firms use third-party tools or vendors to comply with Market Access
Rule obligations, and notes examination findings that firms may rely too heavily on vendors without
sufficient testing or controls. FINRA's report also specifically identified considerations for firms relating
to vendor-assisted books and records retention, like cloud service providers, and queries how
confidential material is stored, and whether it is retained in conformity with recordkeeping rules,
including electronic storage media standards.

SEC rules for service providers

Finally, on 26 October 2022, on the initiative of the Division of Investment Management of the US
Securities and Exchange Commission (SEC), the SEC proposed new rules relating to the role of
certain third-party service providers in the asset management industry. The proposed rules aim to
mitigate the risk of investor harm, for example, by introducing requirements on pre-engagement due
diligence and ongoing monitoring. Earlier this year, on 15 June 2022, the SEC issued a notice
seeking public comment regarding whether certain information providers, such as index providers,
model portfolio providers and pricing services are, in some circumstances, acting as investment
advisers under the Investment Advisers Act, such that they should be required to register with the
agency.
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https://www.finra.org/rules-guidance/notices/21-29
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One Global Financial Services Regulatory Team

The financial services industry-is undergoing sweeping changes
driven by regulatory developments, rapidly advancing technology
and continued consolidaficﬁ?rm&;:: far-reaching impact
of financial reforms, intricacies in their imp entation, and
conflicting regulations in different jurisdictions can expose
businesses to unforeseen risk.

Our global team provides financial institutions guidance on
navigating through regulatory complexities in both established and
emerging markets. Our lawyers have long-standing relationships
with financial services regulators, and are experienced in helping
financial institutions deliver financial services efficiently and cost- .
effectively in a compliant manner.

From set-up and structuring, new business and product offerings,
operational support as well as representation in non-contentious
and contentious matters, we apply our industry knowledge and
regulatory expertise to deliver result-oriented and compliant
solutions for all types of financial institutions including banks,
insurance companies, payments companies, securities firms and
asset managers.
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