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Publisher’s Note

The Guide to Compliance is published by Global Investigations Review (GIR) — the
online home for everyone who specialises in investigating and resolving suspected
corporate wrongdoing. We tell our readers everything they need to know about all
that matters in their chosen professional niche.

Thanks to GIR’s position at the heart of the investigations community, we
sometimes become aware of gaps in the literature before others. 7he Guide to
Compliance is a good example. For, although there has been significant growth
in the availability of guidance on compliance worldwide — and in particular what
amounts to a successful compliance programme (nobody makes a mistake on
purpose but that does not mean we should not try harder to avoid making them)
— to date, there has been no systematic guide to how exactly compliance fits into
the enforcement equation. This book aims to solve that.

It combines a systematic four d’horizon of the rules in place around the world
with specific practical advice and a scan of the horizon in parts two and three. As
such, it should swiftly earn a position in the front row of our readers’ libraries.

'The guide is part of GIR’s steadily growing technical library. This began six
years ago with the first appearance of the revered GIR Practitioner’s Guide to
Global Investigations. The Practitioner’s Guide tracks the life cycle of any internal
investigation, from discovery of a potential problem to its resolution, telling the
reader what to do or think about at every stage. Since then, we have published
a series of volumes that go into more detail than is possible in 7he Practitioner’s
Guide about some of the specifics, including guides to sanctions and to monitor-
ships. I urge you to seek out all of them.

It you are a GIR subscriber, you will have received a copy already,
gratis, as part of your subscription. If you are not, you can read an e-version at

www.globalinvestigationsreview.com.
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Last, I would like to thank the editors of 7he Guide to Compliance for bringing
us this idea and for shaping our vision, and the authors and my colleagues for the
elan with which it has been brought to life.

We hope you find the book enjoyable and wuseful. And we
welcome all suggestions on how to make it better. Please write to us at

insight@globalinvestigationsreview.com.
ght@&g, g

David Samuels
Publisher, GIR
July 2022
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Introduction

Johanna Walsh, Alejandra Montenegro Almonte and Alison Pople QC'

We are delighted to publish the first edition of the GIR Guide to Compliance,
which brings together compliance guidance and criminal enforcement trends
relating to financial crimes and misconduct.

While laws prohibiting and punishing financial crimes and misconduct have
long existed, during the past 20 years or so, governments have steadily increased
efforts to enforce these laws and to prosecute those who violate them. In parallel
with (and often embedded) in those enforcement efforts, many governments
have issued compliance guidance and, in many instances, codified that guidance
in regulatory or legal obligations. Compliance now lies firmly at the heart of
prevention and enforcement of financial crimes and misconduct, and the devel-
opments in this area demonstrate a firm commitment from global legislators,
policymakers and law enforcement to continue in this approach.

For instance, in June 2022, the United Kingdom published the Law
Commission Options paper for reform to corporate criminal liability. Among the
options under consideration is a new corporate criminal offence in the United
Kingdom of ‘failure to prevent fraud by an associated person’. If accepted and
brought onto the statute books in the United Kingdom, the consequences for
corporate compliance programmes will be highly significant. In October 2021,
US Deputy Attorney General Lisa Monaco issued a memorandum announcing
‘initial revisions’ to the Department of Justice’s (DQ]J) corporate criminal
enforcement policies and announcing the creation of a Corporate Crime Advisory

Group with the DOJ. The Group will have a ‘broad mandate’ to update the DOJ’s

1 Johanna Walsh is a partner at Mishcon de Reya LLP, Alejandra Montenegro Almonte is
a member and vice chair of the international department at Miller & Chevalier Chartered
and Alison Pople QC is a barrister at Cloth Fair Chambers.
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approach to ‘cooperation credit, corporate recidivism, and the factors bearing
on the determination of whether a corporate case should be resolved through a
deferred prosecution agreement (DPA), non-prosecution agreement (NPA), or
plea agreement’, among other topics.

In the Asia-Pacific (APAC) region, a number of jurisdictions are moving
into a compliance-based approach in relation to corporate bribery issues. In
June 2020, Malaysia introduced corporate liability on a failure-to-prevent basis
and the Malaysian Anti-Corruption Commission charged a company and its
director under this new corporate liability regime for the first time in March
2021. Elsewhere in the region, Australia is awaiting the enactment of a corporate
offence of failure to prevent bribery by an associate, while Singapore is also
reviewing its foreign bribery laws.

The prominence of environmental, social and governance (ESG) issues in
recent years exemplifies the global policy shift to a compliance-based approach
to corporate good conduct. ESG topics are deeply interwoven into financial
misconduct issues. Supply chain issues represent an obvious example, as they can
be highly complex and often extremely difficult to navigate for a corporate.

The rapid increase in the use and evolution of cryptocurrency in the past
decade has posed challenges for governments as they consider whether and how
to regulate the use of digital assets. Although the United States has opted, at
tederal level, to rely on existing regulatory and compliance regimes, other jurisdic-
tions, such as Singapore and Switzerland, have recently introduced specific laws
aimed at promoting themselves as ‘crypto-friendly’ environments.

For many global and multinational corporations, evaluating enforcement risk
and navigating the patchwork of compliance expectations can be a challenge.
Hence, the idea for this Guide to Compliance was born.

Overview of the Guide

'This Guide undertakes to capture enforcement and compliance trends across the

globe. Specifically, the Guide aims to:

* bring together an overview of the compliance regimes in respect of economic
crime and misconduct in difference jurisdictions in terms of both require-
ments and enforcement;

* provide practical assistance to practitioners tackling the challenges created by
multi-faceted and multi-jurisdictional global compliance issues; and

* provide insight and guidance on key emerging areas in respect of compliance
in economic misconduct.

© Law Business Research 2022
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'The challenge of summarising an entire body of enforcement and compliance

trends is not a simple one. Each of the chapters included in this Guide seeks

to summarise the trends that best capture the current state of enforcement and

compliance in the relevant region or subject matter. We look forward to continuing

to build on and deepen these summaries in future editions.

Part I: Global Compliance Requirements and Enforcement

UK Compliance Requirements: The focus of this chapter is on those areas of
criminal risk and regulatory risk arising from compliance failures. In terms of
criminal risk, the authors consider bribery, tax evasion and money laundering
and set out the relevant legislative framework together with the guidance
issued by the authorities in respect of each. From a regulatory risk perspective,
the authors expand on the approaches to compliance failures taken by the
Financial Conduct Authority and the Gambling Commission.

UK Compliance Enforcement: This chapter builds on the first chapter and sets
out the main areas of enforcement activity in the United Kingdom, drawing
on lessons that can be derived from previous enforcement outcomes together
with statements of policy from the various UK enforcement agencies. As with
the UK Compliance Requirements chapter, the authors divide the chapter
between criminal enforcement and regulatory enforcement.

US Compliance Requirements: This chapter discusses the four main sources
of documents on compliance requirements issued by the DQOJ. The chapter
specifically sets forth the elements of an effective compliance programme and
DQJ expectations with regard to each.

US Compliance Enforcement: Building on the chapter on US Compliance
Requirements, the authors explain how US authorities incorporate compliance
factors into white-collar enforcement. They describe key considerations that
companies should bear in mind when evaluating potential enforcement
risks and when embarking on the reporting and settlement process with
US authorities.

Asia-Pacific Compliance Requirements: There are unique challenges in
covering the APAC region from a compliance perspective owing to the diversity
of government regimes, cultures and economies. The authors have risen to the
challenge and provide a valuable overview covering issues in a thematic way in

respect of key areas of risk such as bribery and money laundering.
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Asia-Pacific Compliance Enforcement: The authors cover enforcement prior-
ities, outcomes and trends by reference to key jurisdictions in the region —
Australia, China, Hong Kong, Japan and Singapore — while also providing a
commentary on emerging trends and key compliance issues for corporates in
the APAC region.

Latin America Compliance Requirements: During the past decade,
compliance has increased in importance in Latin America. In this chapter,
the authors provide an overview of the guiding compliance principles appli-
cable to the region and lay out best practices for designing, implementing and
maintaining an effective corporate anti-corruption compliance programme
that complies with such requirements and principles, helps companies avoid
and identify misconduct, and mitigates liability where a violation occurs.
Latin America Compliance Enforcement: Latin America as a region continues
to evolve in its enforcement efforts with each individual country being at a
different stage in that evolution. In this chapter, the authors focus on enforce-
ments trends in some of the more developed jurisdictions — Argentina, Brazil
and Mexico.

Part Il: Compliance Issues in Practice

Navigating Global Compliance Issues: The authors provide guidance for
in-house counsel and compliance teams in multinational businesses on how
to navigate global compliance issues, taking into account particular risk
vulnerabilities, including in different jurisdictions, sectors and emerging
risks, together with how to put in place an effective compliance framework
to mitigate these risks. The chapter includes a checklist for managing a crisis
should one arise.

Compliance Issues in Corporate Transactions: Identifying compliance risks
in corporate transactions is essential not just to avoid the risk of a purchaser
making a bad buy but also to avoid any risk of successor liability or future
civil claims for historic or ongoing compliance issues. The authors identify
the key compliance areas in due diligence and how to conduct an effective
assessment of compliance policies and procedures or issues in third-party
dealings. Finally, the authors consider how best to remediate any compliance
issues identified in the course of the due diligence process.

'The Role of Audit and Monitoring in Compliance: Periodic risk-based audits
and ongoing monitoring are emblematic of a maturing compliance programme.
In this chapter, the authors discuss regulators’ expectations with respect to the
role of audits and monitoring, the differences between the two exercises and

the critical role of data and enterprise resource planning systems. Recognising
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the inherent challenges in developing and implementing effective monitoring
and auditing programmes, the authors provide practical guidance on how to

action such programmes.

Part lll: Emerging Compliance Fields

*  Compliance Issues in Cryptocurrency: The advent of digital assets has
presented a number of unique regulatory and compliance challenges. In
this chapter, the authors provide overviews both of those challenges and the
current regulatory landscape, primarily in the United States but also in a
number of other jurisdictions where the regulatory landscape and compliance
regimes are evolving to address those challenges.

* Compliance Issues in Environmental, Social and Governance Matters: The
authors have focused on two fundamental areas of risk for corporates in the
ESG arena: supply chain issues and specific reporting requirements. They
also examine the emerging issue of voluntary reporting in respect of ESG
matters and consider issues of practical importance, such as investigation and
remediation.

* Understanding and Shaping Organisational Culture to Disrupt the Cycle of
Misconduct: The importance of a company’s culture on the effectiveness of its
compliance programme cannot be understated. This chapter considers how
corporates can use behavioural science to enhance their compliance culture,
introducing the concept of the ‘culture cycle’ and using examples to demon-
strate how deficient corporate culture can enable misconduct. The authors
look at ways to measure and assess corporate culture and the changes that can

be made to foster a stronger culture of ethics and compliance.

Our thanks
We are extremely grateful to our wonderful contributors. Their deep expertise
and thoughtful insight are demonstrated and shared in the chapters that follow.
It has been a great pleasure to work with them in bringing this project to fruition,
and we will look forward to continuing to work with them in future editions of
this GIR Guide. We also extend our thanks to Celia Marr, managing associate
at Mishcon de Reya LLP, for her assistance with preparing chapter outlines.
Mahnaz Arta, Hannah Higgins and Georgia Goldberg, at Law Business
Research, have honed to a fine art the skill of herding busy practitioners to make
these GIR Guide publications possible and we are extremely grateful that they
do so, and that they do it with such professionalism, patience and good humour.
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CHAPTER 6

Asia-Pacific Compliance Enforcement

Mini vandePol, Christine Cuthbert, Gerald Lam, Andrea Kan
and Yuki Yung'

Introduction

'This chapter provides an overview of trends in relation to legislative and regulatory
compliance enforcement in the Asia-Pacific (APAC) region. Comprising dozens
of jurisdictions with diverse business cultures and economies, the region presents
unique challenges, given the disparate enforcement authorities and the varying
compliance standards. The chapter focuses on key areas of enforcement prior-
ities, including anti-bribery and anti-corruption (ABC), anti-money laundering
(AML) and other key criminal offences affecting multinational corporations, and
provides an overview of emerging compliance issues and enforcement trends that
will be of relevance to multinational corporations and other commercial organisa-

tions with cross-border businesses and investments in the region.

Overview of compliance enforcement in APAC

'There are no uniform laws that apply to all jurisdictions across the APAC region.
Accordingly, we have selected five key jurisdictions to use as examples of the
types of enforcement policies, procedures and activity across the region: Australia,

China, Hong Kong, Japan and Singapore.

1 Mini vandePol is a partner, Christine Cuthbert is a special counsel, Gerald Lam is a senior
associate, and Andrea Kan and Yuki Yung are associates at Baker McKenzie. The authors
wish to thank the following colleagues for their contributions to the chapter: Henry Chen
(partner), Serene Shen (associate), Georgie Farrant (partner), Gareth Austin (associate),
Eddie Chua (partner), Sue Anne Au Yong (associate), Takeshi Yoshida (partner), Celeste Ang
(partner) and Pradeep Nair (senior associate).
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Australia

Enforcement bodies: their enforcement policies, focus and priorities
'The Australian federal government has taken a multi-agency approach to combating
corruption and is looking to set up a federal anti-corruption body by mid-2023.?
Currently, the main enforcement and prosecuting agencies responsible for inves-
tigating and prosecuting bribery and corruption cases are the Australian Federal
Police (AFP), the Commonwealth Director of Public Prosecutions (CDPP) and
the various state-based and territory-based police and anti-corruption bodies
that investigate public sector corruption, such as the Independent Commission
Against Corruption in New South Wales. The Minister for Home Affairs has
asked the AFP to focus its enforcement efforts on certain higher-risk areas, most
notably fraud and corruption, and transnational serious organised crime such as
money laundering.’

With respect to listed issuers, the Australian Securities Exchange’s (ASX)
Corporate Governance Principles and Recommendations require that listed
issuers have, and publicly disclose, ABC policies.* The ASX’s Listing Rules
provide that listed issuers that do not follow the recommendation must explain
the reasons for not doing so in a corporate governance statement.’

The Australian Transaction Reports and Analysis Centre (AUSTRAC), as
Australia’s AML and counter-terrorism financing (CTF) regulator, adopts a risk-
based approach as part of its enforcement to focus its resources on areas of urgent
priority. In 2022, AUSTRAC focused its enforcement investigations on casinos
and conducted compliance assessments of entities such as pubs and clubs,and regu-
lated entities such as banks, remitters, digital currency exchanges, superannuation

fund trustees and financial service intermediaries.® The Anti-Money Laundering

2 Australian Federal Integrity Commission Bill 2021, at https://parlinfo.aph.gov.au/
parlinfo/download/legislation/bills/s1321_first-senate/toc_pdf/2151920.pdf:fileType
=application%2Fpdf (last accessed 27 June 2022).

3 Ministerial Direction issued on 16 December 2020 by the Minister for Home Affairs, at
https://www.afp.gov.au/sites/default/files/PDF/Ministerial Direction-2020.pdf (last accessed
27 June 2022).

4 See Corporate Governance Principles and Recommendations, Recommendation 3.4
(4th Edition, February 2019), at https://www.asx.com.au/documents/asx-compliance/
cge-principles-and-recommendations-fourth-edn.pdf (last accessed 27 June 2022).

5  See Australian Securities Exchange, Listing Rule 4.10.3, at https://www.asx.com.au/
documents/rules/Chapter04.pdf (last accessed 27 June 2022).

6 'AUSTRAC CEQ Nicole Rose - Speaking notes at FINSIA “The Regulators” event’

(13 May 2022), at https://www.austrac.gov.au/news-and-media/our-recent-work/
nicole-rose-speaking-notes-finsia-regulators-event (last accessed 27 June 2022).

© Law Business Research 2022
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and Counter Terrorism Financing Act 2006 (Cth) also imposes a positive obli-
gation on reporting entities, which broadly include financial institutions (FIs)
or providers of designated services, to put in place an adequate programme to
identify, mitigate and manage AML/CTF-related risks.” Generally, all FIs, and
certain other entities subject to local AML/CTF requirements, have obligations
to report to AUSTRAC any reasonable suspicion or knowledge of any persons or
transactions linked to a crime.

'The Australian Securities and Investments Commission (ASIC) regulates the
financial services, consumer credit, and the domestic licensed equity, derivatives
and futures markets operating in Australia. ASIC’s enforcement work is guided
by a set of strategic priorities as set out in its Corporate Plan 2021-2025.% In a
speech given in March 2022, the chair of ASIC stated that the Commission will
prioritise governance failures relating to non-financial risk in its enforcement work,

including those arising out of cyber resilience and climate-related disclosures.’

Self-disclosure and reporting

Self-disclosure and co-operation may be relevant considerations for Australian
authorities in deciding whether to proceed with an investigation or prosecution,
and for the courts in sentencing. However, except for cartel conduct and to the
extent noted below, there is no requirement for the authorities to consider these
factors with respect to white-collar offences.

ASIC published an immunity policy for contraventions of Part 7.10 of the
Corporations Act," including the offences of insider trading and market manipu-
lation. Under this policy, an individual may make an application for immunity
by requesting ASIC to place a marker. The marker allows an applicant a limited
amount of time to gather and provide the information necessary, on a full-

disclosure basis, to demonstrate that it satisfies the requirements for conditional

7 The Anti-Money Laundering and Counter Terrorism Financing Act 2006, Section 165.

8  Australian Securities and Investments Commission (ASIC), Corporate Plan 2021-25, at
https://download.asic.gov.au/media/qzcaljce/asic-corporate-plan-2021-25-focus-2021-22
-published-26-august-2021.pdf (last accessed 27 June 2022).

9 'ASIC's corporate governance priorities and the year ahead’, Speech by Chair Joe Longo at
the AICD Australian Governance Summit, 3 March 2022, at https://asic.gov.au/about-asic/
news-centre/speeches/asic-s-corporate-governance-priorities-and-the-year-ahead/ (last
accessed 27 June 2022).

10 https://download.asic.gov.au/media/5988538/asic-immunity-policy-published-24-
february-2021.pdf (last accessed 27 June 2022).
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immunity. ASIC is not able to grant immunity from criminal prosecution, although
it will make recommendations in this regard to the CDPP, which will then make

its own assessment according to the Prosecution Policy of the Commonwealth.

Enforcement outcomes

Australia’s recent score on Transparency International’s Corruption Perceptions
Index (CPI)" may indicate that further efforts are needed to tackle increasingly
complex and multifaceted public sector corruption and bribery misconduct. The
country has made a number of prosecutions against violations of ABC laws,
with the relevant individuals sentenced to terms of imprisonment, fines or other
court sanctions, although it has only more recently enforced laws against foreign
bribery.’? It is anticipated that there will be greater regulation in areas asso-
ciated with foreign bribery, particularly if the Crimes Legislation Amendment
(Combatting Corporate Crime) Bill is passed. This Bill, which includes a new
strict liability corporate offence of failing to prevent foreign bribery, was intro-
duced in the Australian Senate in December 2019 and, at the time of writing, has

not progressed since then."

China

Enforcement bodies: their enforcement policies, focus and priorities
'The prosecution of financial crimes, including bribery and corruption offences,
and money laundering-related offences are generally administered by the Supreme
People’s Procuratorates (SPPs). Authorities that enforce ABC laws include the
Ministry of Public Security (MPS), the National Supervisory Commission (NSC)
and the National Audit Office. The Central Commission for Discipline Inspection
of the Communist Party of China (CCDI), the highest internal control institution
of the Chinese Communist Party, also has ABC functions. Although China has
not implemented a comprehensive or stand-alone enforcement policy, domestic

regulators have continued to strengthen their commitment to investigating

11 Australia (CPI score: 73) is one of the world's most significant decliners, having dropped
12 points since 2012 to hit a record low in 2021: see https://www.transparency.org/en/
cpi/2021/index/aus (last accessed 27 June 2022).

12 Australia’s first successful foreign bribery prosecution was in 2011: see
https://www.ag.gov.au/crime/foreign-bribery/australias-enforcement-foreign
-bribery-offence (last accessed 27 June 2022).

13 Crimes Legislation Amendment (Combatting Corporate Crime) Bill 2019, at
https://parlinfo.aph.gov.au/parlinfo/download/legislation/bills/s1246_first-senate/
toc_pdf/1922120.pdffileType=application%2Fpdf#search=%22legislation/bills/
s1246_first-senate/0000%22 (last accessed 27 June 2022).
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commercial bribery offences, as indicated by two recent legislative developments
— ‘Guiding Opinions on Establishing a Mechanism for Third-Party Supervision
and Evaluation of the Compliance of Enterprises Involved in Cases (for Trial

Implementation)™

and ‘Opinions on Further Promoting the Investigation
of Bribery and Acceptance of Bribes’.”” These developments indicate that the
Chinese government’s latest enforcement priorities continue to target those who
give bribes and commercial bribery, while balancing the need to protect legitimate
business interests.

'The Supreme People’s Court and the SPPs are also responsible for developing
judicial interpretations on AML/CTF laws. The People’s Bank of China (PBOC)
is the primary regulator with respect to AML/CTF compliance, and is responsible
tor enforcing local AML/CTF requirements. The China Banking and Insurance
Regulatory Commission and the China Securities Regulatory Commission also
have supervisory roles, assisting the PBOC with enforcing certain administrative
sanctions in the banking, insurance and securities sectors. In January 2022, China
launched a three-year campaign to fight money laundering and to safeguard

national security and social stability. The campaign will run until the end of 2024
and is being led by the PBOC and the MPS.*

Self-disclosure and reporting

On discovering a crime or a criminal suspect, any individual or entity has the right
and duty to report the case to a public security agency, a people’s procuratorate or
a people’s court.” All FIs and certain other entities are obligated to report to the
PBOC any suspicious transactions that (1) relate to money laundering, terrorism
financing or other criminal activities, (2) jeopardise national security or social

stability, or (3) are linked to other serious situations or emergencies.

4 XRTFERUSROUWEAE=FHEETENHNESER (iR17), at
https://www.spp.gov.cn/spp/xwfbh/wsfbh/202106/t20210603_520224.shtml (in Chinese
only) (last accessed 27 June 2022).

15 The Opinions are not publicly available but their release has been reported on the Central
Commission for Discipline Inspection’s website, at https://www.ccdi.gov.cn/toutiao/202109/
t20210908_249687_m.html (in Chinese only) (last accessed 27 June 2022).

16 PFEARET. ARFPSMBIREFRITTAERREELRE=ZF1T,
news release by The People’s Bank of China (PBOC) on 26 January 2022, at
http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/4458995/index.ntml (in Chinese only)
(last accessed 27 June 2022).

17 The Criminal Procedure Law, Article 110.
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'The Criminal Law provides that individuals and entities who voluntarily report
to enforcement authorities may receive a lighter sentence.’ The Interpretation on
Certain Issues concerning the Application of Law in Handling Criminal Cases
Involving Embezzlement and Bribery specifically states that self-reporting
may mitigate or exempt a party from its liability for bribery-related violations, in
particular when the underlying crimes are relatively minor.

Enforcement outcome

In terms of enforcement against bribery and corruption, the CCDI and the NSC
have begun compiling a blacklist of offenders. For instance, as of April 2022, six
companies and about 130 individuals (mainly from the construction industry in
Hunan Province) were blacklisted for corruption-related conduct and punished
with various types of penalties for up to one year, such as a prohibition against
participating in bids for government contracts, limits on access to government
subsidies, and additional and more frequent inspections by enforcement authori-
ties.”® In 2020, the PBOC reported in its AML report that it had imposed fines
totalling 526 million yuan on 537 institutions and 24.68 million yuan on 1,000
individuals, and strengthened its work in supervising regulated entities’ AML
systems during the year.”!

Hong Kong

Enforcement bodies: their enforcement policies, focus and priorities
'The Hong Kong government’s Department of Justice is the main legal authority
responsible for prosecution. The main authorities with powers of investigation,
prosecution and enforcement for bribery and corruption offences are the Hong
Kong Police Force (HKPF) and the Independent Commission Against Corruption
(ICAC). The ICAC has not publicly released a stand-alone enforcement policy

but has published annual reports that provide enforcement statistics. Building

18 The Criminal Law, Article 67.

19 ZEEmARZR SR ARRERXTHERSHENERGEREEE T RANRBRE
at https:/ /www.court.gov.cn/fabu-xiangging-19612.html (in Chinese only) (last accessed
27 June 2022); http://www.sxfj.gov.cn/news/222253474.html (in Chinese only) (last accessed
27 June 2022).

20 1T A—IREEALLZ R, news release by the Central Commission for Discipline
Inspection on 16 March 2022, at https://www.ccdi.gov.cn/yaowenn/202203/
t20220316_178041.html (in Chinese only) (last accessed 27 June 2022).

21 China Anti-Money Laundering Report 2020, issued by the PBOC, at http://www.pbc.gov.cn/
fanxigianju/resource/cms/2021/12/2021122309125230038.pdf (in Chinese only).
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management, construction, finance and insurance have traditionally been the
industry sectors that have attracted complaints and reports, which have led to an
increased level of enforcement.?

There are also certain individuals and institutions (e.g., licensed persons,
financial services and listed companies) that are subject to regulatory require-
ments and that may be implicated when bribery and corruption occur. For
example, under the Code of Conduct for Persons Licensed by or Registered with
the Security and Futures Commission (SFC), intermediaries must comply with
and implement appropriate measures to ensure compliance with the law, rules,
regulations and codes administered or issued by the SFC (and any requirements
of the applicable regulatory authority). When a breach occurs, enforcement action
may be undertaken by the SFC’s enforcement arm. Similarly, under the Listing
Rules of the Stock Exchange of Hong Kong Limited (SEHK) — namely, the
Corporate Governance Code and the Corporate Governance Report” — the
board of directors of a listed company is responsible for establishing and main-
taining appropriate and effective risk management and internal control systems.
When a breach occurs, enforcement action may be taken by the SEHK.

'The Joint Financial Intelligence Unit (JFIU), which is operated jointly by the
HKPF and the Customs and Excise Department, is the primary enforcement
body for investigating money laundering activities in Hong Kong. The JFIU may
also work with the ICAC when the predicate offence is bribery or corruption.
With respect to FIs and financial service providers specifically, the Hong Kong
Monetary Authority (HKIMA) and the SFC are also responsible for investi-
gating potential violations of AML/CTF laws, administering related sanctions
and monitoring ongoing AML/CTF compliance. Following the enactment of
the Hong Kong National Security Law, the authorities have also undertaken
AML/CTF enforcement actions relating to offences under this Law.

22 See, for example, Independent Commission Against Corruption, Annual Report 2020, at
https://www.icac.org.hk/icac/annual-report/2020/pdf/AR2020_Full.pdf (last accessed
27 June 2022).

23 See https://en-rules.hkex.com.hk/rulebook/appendix-14-corporate-governance-code (last
accessed 4 July 2022) and https://en-rules.hkex.com.hk/sites/default/files/net_file_store/
HKEX4476_3828_VER18304.pdf (last accessed 4 July 2022).
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Self-disclosure and reporting

There is generally no positive obligation to report crimes in Hong Kong. However,
the reporting of any knowledge or suspicion of money laundering is a statutory
requirement, and a failure to do so is a criminal offence.?* This requirement is
applicable to all persons and also has extraterritorial effect in that it applies even
it the predicate offence is committed outside Hong Kong. It is a defence for
a person who has dealt with incriminating funds to prove that he or she had
disclosed his or her knowledge or suspicion of money laundering prior to the
dealing, or as soon as it was reasonable to do so after the dealing.

Hong Kong does not have any formal programme for leniency or reduced
penalties on the basis of cooperation with investigation authorities. However,
authorities do consider leniency or immunity based on the mitigating factors of
each case, such as self-reporting. For instance, the SFC and the HKMA have
emphasised that they will recognise and give credit for cooperation during an
enforcement investigation in determining the applicable sanction.”

Enforcement outcome

Hong Kong ranks 12th of 180 countries and regions included in the CPI 2021,
which illustrates that the territory continues to perform strongly in detecting,
deterring and remediating violations of ABC and AML laws. In 2020, the overall
number of corruption reports decreased, although this may be attributable to the
slowing down of economic activities during the covid-19 pandemic.?

In the financial services industry, both the SFC and the HKIMA continue
to take robust enforcement actions. For instance, in November 2021, the SFC
took its first-ever disciplinary action against a manager-in-charge for internal
control failures in breach of the Anti-Money Laundering and Counter-Terrorist

24 Organized and Serious Crimes Ordinance, Section 25A.

25 ‘Guidance Note on Cooperation with the SFC' (December 2017), at https://www.sfc.hk/-/
media/EN/assets/components/codes/files-current/web/guidelines/guidance-note-on
-cooperation-with-the-sfc/guidance-note-on-cooperation-with-the-sfc.pdf (last accessed
27 June 2022); and ‘Guidance Note on Cooperation with the HKMA in Investigations and
Enforcement Proceedings' (August 2018), at https://www.hkma.gov.hk/media/eng/doc/key-
information/guidelines-and-circular/guideline/g17_3.pdf (last accessed 27 June 2022).

26 See note 22, above.
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Financing Ordinance (AMLO) and the SFC’s guideline.?” In the same month, as
part of a high-profile enforcement action, the HKMA imposed an aggregate fine
of HK$44.2 million on four banks for breaches of the AMLO.*

Japan
Enforcement bodies: their enforcement policies, focus and priorities
Public prosecutors are the sole authority for the prosecution of crimes in Japan,
except where the Committee for the Inquest of Prosecution elects to compel
prosecution of a case following a public prosecutor’s refusal to do so. There is no
designated authority that enforces ABC laws or AML laws in Japan. However,
public prosecutors can and will often investigate white-collar crimes, and may
instruct the National Police Agency to provide investigative assistance. Certain
administrative authorities have investigative powers. For instance, the Securities
and Exchange Surveillance Commission (SESC) can investigate securities fraud
and other violations of securities regulations. Further, Japan’s Financial Services
Agency (FSA), as an administrative authority, is empowered to impose surcharges
(kachokin) and other sanctions on specific violations of securities regulations after
recommendation from the SESC.

Both the SESC and the FSA publish their strategic priorities regularly,” but
Japan generally follows the AML/CTF enforcement priorities broadly set out in
the Financial Action Task Force’s (FATF) Mutual Report, which include, among

other things, increasing the use of money laundering offences to target more

27 'SFC reprimands and fines Fulbright Securities Limited $3.3 million and suspends its
responsible officer for internal control failures’, Securities and Futures Commission,
Enforcement news (1 November 2021), at https://apps.sfc.hk/edistributionWeb/
gateway/EN/news-and-announcements/news/enforcement-news/doc?refNo=21PR107
(last accessed 27 June 2022).; and the corresponding Statement of Disciplinary Action,
at https://apps.sfc.hk/edistributionWeb/api/news/openAppendix?lang=EN&refNo=21PR107
&appendix=0 (last accessed 27 June 2022).

28 'The Monetary Authority takes disciplinary actions against four banks for contraventions of
the Anti-Money Laundering and Counter-Terrorist Financing Ordinance’, Hong Kong Monetary
Authority, Press release (19 November 2021), at https://www.hkma.gov.hk/eng/news-and-
media/press-releases/2021/11/20211119-5/ (last accessed 27 June 2022).

29 The latest strategic priorities of the Securities and Exchange Surveillance Commission
(SESC) and the Financial Services Agency (FSA) can be found in ‘Strategy & Policy of the
SESC 2020-2022', at https://www.fsa.go.jp/sesc/news/c_2020/2020/20200124-1/
02_english.pdf (last accessed 27 June 2022) and in ‘The JFSA Strategic Priorities July
2021-June 2022: Overcoming COVID-19 and Building the Financial System for Greater
Vibrancy' (August 2021), at https://www.fsa.go.jp/en/news/2021/20211008/The_JFSA
_Strategic_Priorities_July_2021-June_2022.pdf (last accessed 27 June 2022), respectively.
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serious predicate offences.** There is no publicly available stand-alone enforcement
policy on ABC, but Japan may undertake actions in response to media attention
and the criticism against it in the latest report by the Organisation for Economic

Co-operation and Development (OECD), as discussed below.

Self-disclosure and reporting
Specified business operators, including banks and insurance companies, are
required by statute,’® or the FSA’s annually updated ‘Guidelines for Anti-Money
Laundering and Combating the Financing of Terrorism’,*? to report to competent
authorities (such as the FSA) any suspicious transactions involving criminal
proceeds. If a specified business operator fails to comply with this requirement,
a competent administrative agency such as the FSA may order the specified
business operator to take necessary measures to rectify the violation.*
According to the Penal Code, self-reporting is a factor in reductions to
the penalties imposed on individuals.** With the introduction of the new plea
bargaining system in 2018, companies are now able to take advantage of this
option by voluntarily reporting the bribery or corruption-related misconduct and

agreeing to cooperate with the prosecutors.

Enforcement outcome

There have been a significant number of enforcement cases involving former
government officials, or Diet members who had committed domestic bribery, in
recent years. Although the Japanese government reported that 12 foreign bribery

cases were under formal investigation as of June 2019, in its report, the OECD

30 ‘Anti-money laundering and counter-terrorist financing measures: Japan - Mutual Evaluation
Report’ (August 2021), at https://www.fatf-gafi.org/media/fatf/documents/reports/mers4/
Mutual-Evaluation-Report-Japan-2021.pdf (last accessed 27 June 2022).

31 The Act on Prevention of Transfer of Criminal Proceeds, Article 8.

32 ‘Guidelines for Anti-Money Laundering and Combating the Financing of Terrorism’
(Provisional Translation), at https://www.fsa.go.jp/common/law/amlcft/211122_en
_amlcft_guidelines.pdf (last accessed 27 June 2022).

33 The Act on Prevention of Transfer of Criminal Proceeds, Article 18.

34  The Penal Code, Article 42.

35 Code of Criminal Procedure (Act No. 131 of 1948), Articles 350-2 to 350-15, Chapter IV.
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Working Group criticised Japan for its weak enforcement against foreign bribery.*
In response, the Japanese government revised its ‘Guidelines for Prevention of

Bribery of Foreign Public Officials’.%’

Singapore
Enforcement bodies: their enforcement policies, focus and priorities
'The Singapore Attorney General (AG), in his role as public prosecutor, is respon-
sible for all criminal prosecution in Singapore. In practice, officers of the Crime
Division of the AG’s Chambers act as deputy public prosecutors and assistant
public prosecutors under the authority of the AG to conduct criminal prosecu-
tions. The government agency that investigates ABC offences, and other related
offences, under Singapore’s Prevention of Corruption Act 1960 is the Corrupt
Practices Investigations Bureau (CPIB). The CPIB has not publicly released its
enforcement priorities, but a review of enforcement statistics has shown that
89 per cent of cases registered for investigations in 2021 were from the private
sector, with 12 per cent of these involving public sector employees who have
rejected bribes offered by private sector individuals.®

The Commercial Affairs Department (CAD) of the Singapore Police Force
is primarily responsible for investigating and taking enforcement action in
respect of commercial fraud and abuse, including money laundering oftences.
The CAD may also work with the CPIB or the Singapore Central Narcotics
Bureau when the predicate offence involves bribery or corruption, or drug traf-
ficking, respectively. With respect to FIs and financial service providers, the
Monetary Authority of Singapore (MAS) is also responsible for investigating
potential violations of AML/CTF laws, administering related sanctions (such as

36 ‘Implementing the OECD Anti Bribery Convention - Phase 4 Report: Japan', at
https://www.oecd.org/corruption/anti-bribery/OECD-Japan-Phase-4-Report-ENG.pdf (last
accessed 27 June 2022).

37 HENIEEIEEER, LSS, at https:/ /www.meti.go.jp/policy/external_economy/zouwai/
overviewofguidelines.html (in Japanese only) (last accessed 27 June 2022).

38 ‘Corruption Situation in Singapore Firmly Under Control’, Corrupt Practices
Investigations Bureau, Press release and corruption statistics of 2021 (5 May 2022),
at https://www.cpib.gov.sg/press-room/press-releases/050522-corruption (last accessed
27 June 2022).
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monetary penalties for AML/CTF control breaches) and monitoring ongoing
AML/CTF compliance. AML/CTF compliance continues to be one of MAS’s

enforcement priorities.*

Self-disclosure and reporting
Similar to other APAC jurisdictions, the reporting of a reasonable suspicion of
money laundering is a statutory requirement and a failure to do so is a criminal
offence.” This requirement is applicable to all persons. Banks and other entities in
the regulated industries are also subject to further requirements on customer due
diligence, record-keeping and internal controls, and training should follow the
relevant industry specific guidelines so as to manage AIML/CTF risks. Suspicious
transaction reports should also be proactively made as and when required.
Singapore adopts a two-pronged approach for leniency or reduced penalties
based on cooperation with investigation authorities, with a distinction drawn
between corporate offenders and non-corporate offenders (i.e., individuals).
Corporate offenders may be extended deferred prosecution agreements (DPAs),*!
which, while not applicable to every offence, are available to AML/CTF
offences.* Under a DPA, the public prosecutor agrees to hold off prosecution
in exchange for the offender’s compliance with certain conditions, which could
include requiring the corporate offender to cooperate in any investigation of the
underlying offence.® DPAs are nevertheless subject to strict statutory control. For
instance, a DPA comes into force only with the approval of the General Division
of the Singapore High Court, after the High Court is satisfied that the DPA is in
the interests of justice and that its terms are fair, reasonable and proportionate.*
Further, the corporate offender must be represented by an advocate at the time it
enters into a DPA.#

39 Enforcement Report: July 2020 to December 2021, at https://www.mas.gov.sg/-/
media/MAS/News-and-Publications/Monographs-and-Information-Papers/
ENF-Report-20202021-PDF.pdf (last accessed 27 June 2022).

40 Section 45(1) read with Section 45(3) of the Corruption, Drug Trafficking and Other Serious
Crimes (Confiscation of Benefits) Act 1982.

41 Criminal Procedure Code (CPC), Part 7A. ‘Corporate offenders’ here refers to a body
corporate, a limited liability partnership, a partnership or an unincorporated association,
but 9 not an individual: see CPC, Section 149D(1).

42 Section 149A read with Sixth Schedule of the CPC.

43 CPC, Section 149E(3)(q).

44 ibid., Section 149F.

45 ibid., Section 149D(4).
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Self-reporting and cooperation during the course of investigations may be
considered as relevant mitigating factors that may help to reduce any sentence

that is ultimately imposed by the court.

Enforcement outcome

Singapore has a low number of public sector complaints and a high conviction
rate for corruption-related offences,* owing to the CPIB’s active investigative and
enforcement actions and the strong commitment of the AG to prosecute these
offences. The state ranks fourth in the CPI 2021, and has the highest score of the
APAC jurisdictions discussed in this chapter. Singapore also takes a proactive
role in investigating foreign bribery cases with Singaporean links by joining the
International Anti-Corruption Coordination Centre.* The Attorney General,
CAD and MAS also continue to work closely with US authorities in taking
action against the FIs and individuals involved in the 1MDB scandal. In terms
of AML/CTF enforcement, MAS imposed a total of $$2.4 million in combined
penalties against four FIs in 2020-2021.

Emerging trends

ESG compliance, disclosure and monitoring requirements

Businesses are increasingly subject to compliance relating to environmental,

social and governance (ESG) matters and disclosure requirements in a number of

jurisdictions in the region. Although listed companies and other large organisa-

tions tend to be subject to stricter ESG-related regulations in many jurisdictions,

overall market pressure to address ESG has heightened, driven mainly by devel-

opments and regulatory enforcement in overseas jurisdictions, such as those led

by the US Securities and Exchange Commission. By way of example:

+ in Hong Kong;, all companies (both public and private) are generally required
to disclose their environmental policies and performance in an annual

directors’ report, unless they fall within one of the stated exemptions.* For

46 ‘Corruption Situation in Singapore Firmly Under Control’ (May 2022), at
https://www.cpib.gov.sg/press-room/press-releases/050522-corruption#~text=
The%20corruption%20situation%20in%20Singapore,registered%20for%20investigation%
20in%202021 (last accessed 4 July 2022).

47 CPIB, 'International Engagement’, at https://www.cpib.gov.sg/who-we-are/our-work/
international-engagement/ (last accessed 27 June 2022).

48 See note 39, above.

49 The Companies Ordinance (Cap. 622), Schedule 5.
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listed issuers, the SEHK recently published an ESG Reporting Guide® and
an updated Corporate Governance Code.’! The latter, which was updated
in January 2022, introduced various board composition and other corporate
governance requirements, as well as best practices recommendations, which
include guidance on board member matters such as term, independence,
diversity and remuneration;

in Malaysia, all listed issuers are required to include a narrative statement
to comply with Bursa Malaysia’s ‘Sustainability Reporting Guide’ in their
annual reports; those listed on the Main Market are subject to additional
ESG disclosure obligations.*? The Malaysian Code on Corporate Governance,
targeted at listed issuers but which small and medium-sized enterprises
and other non-listed entities are also encouraged to follow, was updated
in April 2021 to introduce best practices and guidance on various topics,
including the integration of sustainability considerations in business strategy,

and board selection and diversity;** and

‘Appendix 27: Environmental, Social, Governance Reporting Guide', at
https://en-rules.hkex.com.hk/sites/default/files/net_file_store/
HKEX4476_3841_VER18584.pdf (last accessed 27 June 2022).

In December 2021, the Stock Exchange of Hong Kong Limited published Update No. 135,
with most amendments taking effect as of 1 January 2022. Update No. 135 can be found
at https:/ /www.hkex.com.hk/Listing/Rules-and-Guidance/Listing-Rules-Contingency/
Amendments-to-Main-Board-Listing-Rules/2021/Update-No-135?sc_lang=en (last
accessed 27 June 2022). The latest version of ‘Appendix 14: Corporate Governance
Code' can be found at https://en-rules.hkex.com.hk/sites/default/files/net_file_store/
HKEX4476_3828_VER18304.pdf (last accessed 27 June 2022).

‘Main Market Listing Requirements’, Paragraph 1.2A , Appendix 9C and Practice Note 9,
at https:/ /www.bursamalaysia.com/regulation/listing_requirements/main_market/
listing_requirements (last accessed 4 July 2022); and ‘Sustainability Reporting

Guide', at https://www.bursamalaysia.com/sites/5bb54be 15f36calaf339077a/
content_entry5ce3b5005b711a1764454c1a/5ce3c83239fba2627b286508/files/
bursa_malaysia_sustainability_reporting_guide-final.pdf?1570701456 (last accessed

27 June 2022).

‘Malaysian Code on Corporate Governance' (as at 28 April 2021), at https://www.sc.com.my/
api/documentms/download.ashx?id=23%e5ea1-a258-4db8-a9e2-41c215bdb776 (last
accessed 27 June 2022).
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* in Japan, various environmental protection laws require businesses in certain
industries to disclose environmental and climate impact information, such
as energy consumption and greenhouse gas emission levels.>* The Japanese
Corporate Governance Code, which was updated in 2021, broadly requires
listed issuers to ‘take appropriate measures to address sustainability issues,
including social and environmental matters’ on a comply-or-explain basis;
those listed on the Prime Market are subject to additional disclosure require-
ments concerning climate-related risks.” These environmental disclosure
requirements are expected to extend to all FIs and service providers that
submit annual securities reports to the FSA after 31 March 2024.%

Regulation of virtual assets
Virtual assets are increasing in popularity in the APAC. A June 2022 report by
Accenture noted that 52 per cent of investors in Asia already hold virtual assets
and a further 21 per cent expect to invest in them by the end of 2022.57 Although
regulation of virtual assets still varies greatly across the region, we are seeing
significant developments in this space and expect regulatory regimes to become
more sophisticated and targeted.

In particular, there have been a number of significant regulatory develop-
ments in Hong Kong during the past year affecting the digital assets market.
In May 2021, the Financial Services and the Treasury Bureau published its

54  For instance, the Act on Promotion of Global Warming Countermeasures (Law No. 117
of 1998) (https://www.cas.go.jp/jp/seisaku/hourei/data/APGWC.pdf (last accessed
27 June 2022)) requires certain business operators to disclose information about
greenhouse gas emissions; the Act on Rational Use of Energy (Act No. 49 of 22 June 1979)
(https://www.cas.go.jp/jp/seisaku/hourei/data/rue.pdf (last accessed 27 June 2022))
requires certain business operators, freight carriers and consignors to submit periodical
reports on energy consumption and energy efficiency, etc.

55 'JPX Publishes “Survey of TCFD Disclosure in Japan™, Japan Exchange Group, Inc., News
release (30 November 2021), at https://www.jpx.co.jp/english/corporate/news/
news-releases/0090/20211130-01.html; Japan's Corporate Governance Code (provisional
translation), at https://www.jpx.co.jp/english/news/1020/b5b4pj0000046kxj-att/
b5b4pj0000046107.pdf (last accessed 27 June 2022).

56 ‘The JFSA Strategic Priorities July 2021-June 2022: Overcoming COVID-19 and Building the
Financial System for Greater Vibrancy' (op. cit. note 29, above).

57 Accenture, News release, ‘Providing Advisory Services is Increasingly Critical for Wealth
Management Firms Looking to Seize Growth Opportunities in Asia, Accenture Report Finds'
(6 June 2022), at https://newsroom.accenture.com/news/providing-advisory-services-is
-increasingly-critical-for-wealth-management-firms-looking-to-seize-growth-opportunities
-in-asia-accenture-report-finds.htm (last accessed 27 June 2022).
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consultation conclusions on extending the SFC’s existing regulatory regime to
cover exchanges that offer virtual assets that do not qualify as securities.’® It is
anticipated that the new regulatory regime will come into effect in late 2022
or 2023. In January 2022, the SFC, the HKMA and the Insurance Authority
released comprehensive guidance to FIs, intermediaries and related entities
looking to engage in virtual asset-related activities.” In June 2022, the SFC clar-
ified that non-fungible tokens that constitute investment products would also fall
within its regulatory scope.®

Singapore has a well-established virtual asset regulatory regime. MAS is
the key regulator in this space and is responsible for licensing, regulation and
enforcement. The new Singapore Financial Services and Markets Act 2022,
which was passed by the Singapore Parliament in April 2022, expanded the scope
of MAS’s authority and oversight to cover virtual currency exchanges created in
Singapore, even if they only conduct business overseas. The introduction of this

Act closes a crucial regulatory gap with respect to these entities, aligning the

existing regime with FATF’s enhanced AML/CTF standards.!

58 'Public Consultation on Legislative Proposals to Enhance Anti-Money Laundering and
Counter-Terrorist Financing Regulation in Hong Kong: Consultation Conclusions' (May 2021),
at https:/ /www.fstb.gov.hk/fsb/en/publication/consult/doc/consult_conclu_amlo_e.pdf
(last accessed 27 June 2022).

59 Joint circular on intermediaries’ virtual asset-related activities published by the SFC
and the HKMA (28 January 2022), at https://apps.sfc.hk/edistributionWeb/gateway/EN/
circular/doc?refNo=22EC9 (last accessed 27 June 2022) and ‘Regulatory approaches to
Authorized Institutions’ interface with Virtual Assets and Virtual Asset Service Providers’
(28 January 2022), published by the HKMA, at https://www.hkma.gov.hk/media/eng/doc/
key-information/guidelines-and-circular/2022/20220128e3.pdf (last accessed 27 June 2022).
See also ‘Regulatory Approaches of the Insurance Authority in Relation to Virtual Assets
and Virtual Asset Service Providers', circular published by the Insurance Autharity, at
https://www.ia.org.hk/en/legislative_framework/circulars/reg_matters/files/
Cir_dd_28.01.2022.pdf (last accessed 27 June 2022).

60 SFC, News release, 'SFC reminds investors of risks associated with non-fungible
tokens' (6 June 2022), at https://apps.sfc.hk/edistributionWeb/gateway/EN/news-and-
announcements/news/doc?refNo=22PR34 (last accessed 27 June 2022).

61 MAS, ‘Explanatory Brief for Financial Services and Markets Bill 2022, at
https://www.mas.gov.sg/news/speeches/2022/explanatory-brief-for-financial
-services-and-markets-bill-2022 (last accessed 27 June 2022).
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Corporate liability

Corporate liability for bribery-related offences is also emerging as a trend in
APAC. Although many enforcement regimes apply in principle to both indi-
viduals and corporate entities, high standards with respect to requisite criminal
knowledge and intent mean that from a practical standpoint, prosecutions are
mainly brought against individuals.

In June 2020, Malaysia introduced corporate liability through Section 17A of
the Malaysian Anti-Corruption Commission Act 2009. Pursuant to this Section,
commercial organisations, their directors and management may be penalised for
the corrupt practices of associated persons, such as agents and employees. The only
statutory defence available is for the commercial organisation to prove that it had
implemented ‘adequate procedures’to prevent the corrupt practice. The Malaysian
Anti-Corruption Commission charged a company and its director under this new
corporate liability regime for the first time in March 2021.%

Australia introduced the Crimes Legislation Amendment (Combatting
Corporate Crime) Bill into the Australian Senate in December 2019. This Bill
contains a new strict liability corporate offence of failing to prevent foreign bribery
by an associate of the corporation.®® The effect of this is that a corporate body will
be automatically liable for foreign bribery committed by agents and employees,
unless it can establish that there were ‘adequate procedures’ in place.®* The Bill is
still under consideration by the Australian Senate at the time of writing, and has

not progressed materially since it was introduced in 2019.

Key challenges facing compliance
'The challenges in the APAC region will vary depending on the industry and juris-
dictions in which companies operate. However, we have set out below three key

challenges that have been faced by organisations across the region.

Residual challenges from the pandemic
Although many countries in the region are starting to reopen their borders to
the rest of the world, the pandemic has had a lasting effect on companies and

compliance matters.

62 Malaysian Anti-Corruption Commission, Press release, ‘Pertuduhan Pertama Kesalahan
Liabiliti Korporat Seksyen 17A ASPRM 2009 (17 March 2021), at https://www.sprm.gov.my/
index.php?id=21&page_id=105&contentid=1657 (last accessed 27 June 2022) (in Malay only).

63 See note 13, above.

64 The Crimes Legislation Amendment (Combatting Corporate Crime) Bill 2019,

Section 70.5A(5).
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One challenge faced by many companies is managing the risks arising
from the disruption to the supply chain and the use of intermediaries. While
engaging third parties will always carry some risk, the restrictions on production
and mobility have presented additional risks and challenges. These challenges
include issues around short staffing or closure of government offices, which may
result in providing improper payments to government officials, such as customs
authorities, to facilitate movement of products and goods, or falsifying accounting
entries of profits and losses to meet sales targets and investor expectations.

'The pandemic has also restricted movement around the world, both at a local
level, through mandatory remote working arrangements, and at an international
level, through travel bans and quarantine policies. Where compliance issues have
been identified, companies have faced difficulty in being able to speak easily to
involved employees, to gather and examine physical evidence, and to conduct
site visits, thereby making it difficult to swiftly investigate and remediate the
suspected misconduct.

During the past two years, companies have met this challenge through taking
steps to enhance existing controls and processes to mitigate the risks associated
with using third parties. Such steps include implementing strong policies and
procedures to ensure intermediaries are aware of the company’s standards and
position on conduct, as well as undertaking regular risk assessments and audits.
Companies have also deployed mechanisms to allow for investigations to occur
remotely, including through videoconferencing facilities to conduct interviews
and engaging local counsel on the ground to assist. However, the challenges that
have arisen because of the pandemic continue and companies should remain

vigilant in protecting against these risks.

Navigating conflicting laws and regimes

A further challenge for multinational companies is the extraterritorial application
of laws to their business operations. Most jurisdictions generally do not prohibit
an organisation from implementing or complying with the laws or restrictions of
a foreign jurisdiction, unless the performance of those requirements would offend
public policy or otherwise be illegal. For instance, many multinational corpora-
tions, including those that are not US-incorporated, adhere to the requirements
of US sanctions laws as a result of their contractual obligations towards their
FIs or other counterparties, or owing to the possibility that other factors may
trigger a jurisdictional nexus (such as the use of US dollars in a transaction that is
routed through the US financial system). However, in certain jurisdictions, there
are blocking statutes that may affect how multinational corporations and funds
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are able to ensure compliance with competing legal requirements. For instance,
Chinas Anti-Foreign Sanctions Law works to counter any unilateral foreign
sanctions imposed by foreign states against China.

Similarly, the expansion of the territorial scope of certain data privacy
requirements, such as China’s Personal Information Protection Law (PIPL),
poses particular challenges from a regulatory enforcement perspective. The PIPL
extends China’s ‘long-arm’ jurisdiction towards personal information processing
activities that may occur outside China and also provides certain data localisation
requirements that may run counter to those of other jurisdictions.

As a result, multinational businesses and investment funds will need to
continue implementing appropriate due diligence measures, compliance guidance
and contractual protections to ensure that their compliance risks are adequately
mitigated and to ensure that they do not inadvertently terminate or otherwise
cause damage to a counterparty through their efforts to comply with the require-
ments of extraterritorial laws.

Corporate accountability and liability

As noted above, companies are facing increased scrutiny of their corporate
behaviour, in the form of both changes to corporate liability schemes around the
region, and an expansion of the types of liability to which they are exposed. In
particular, companies are facing increased scrutiny in respect of ESG and sanc-
tions risks.

The result is that companies are being held to an increasingly higher standard
when it comes to ensuring the effectiveness of their compliance programmes. A
number of jurisdictions in the region have already introduced, or are intending
to introduce, mandatory whistleblowing requirements on certain companies. For
example, in Hong Kong, the SEHK has updated its Listing Rules to introduce
a code provision for issuers to implement a whistleblowing policy and system
for employees and those who deal with the issuer (e.g., customers and suppliers)
to raise concerns of impropriety, anonymously and in confidence, with the audit
committee or other appropriately designated body. In Japan, amendments have
been proposed to the Whistleblower Protection Act, which include a mandatory
obligation for companies of a certain size to establish a whistleblowing system,
with the aim of ensuring the protection of whistleblowers.

In addition to scrutiny by regulators and authorities, companies are also facing
an increasing challenge of potential civil liability. This is particularly evident in
the increased enforcement relating to ESG breaches - particularly ‘greenwashing’
and other claims from shareholders and investors relating to misstatements made
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by the company. As more jurisdictions introduce mandatory ESG reporting obli-
gations, and encourage complaints to be raised, companies face liability from
multiple directions.

To meet this challenge, many companies are taking steps to review and
enhance their compliance programmes. These steps include reviewing their
existing policies and procedures, particularly in relation to corporate governance,
ABC, ESG and whistleblowing. This review must not only ensure that the correct
policies, standards and controls are in place, but also that any issues identified are
properly investigated and remediated. It is no longer sufficient to engage only in
a ‘tick box’ exercise of having the documents in place. Companies must ensure

that their ethical and compliance standards are being implemented and enforced.
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The Guide to Compliance is the first volume to tackle the compliance
side of the enforcement equation in a systematic way. It combines a tour
d'horizon of the rules in place around the world with specific practical
advice for corporations and their counsel, and scan of the horizon in
parts two and three. It is part of the GIR technical library that has grown
out of the Practitioner’s Guide to Global Investigations and now includes
guides to, among other things, monitorships and sanctions.






