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Civil
Theft of
Trade
Secrets

To succeedon a claim for trade secrets
misappropriation, plaintiff must prove all
of the following: ~

ik

2.

3.

That plaintiff owned/was a Ilcensee of a trade
secret; L

That this information was a trade secret at the time -
of the misappropriation;

That defendant improperly acqwred/used/dlsclosed
the trade secrets;- » -

That plaintiff was harmed defendant was unjustly
enriched; and

That defendant’s acqurs|t|on/use/d|sclosure was a
substantial factor in causing plaintiff's harm or
defendant’s unjust enrichment.

Uniform Trade Secrets Act (UTSA), Jury instr.



Criminal
Theft of

Trade
Secrets

(1) Whoever, \

(2) with intent to converta trade secret

(3) that is related to a prdduct or service used in or
intended for use in interstate or forergn
commerce, ‘ |

(4) to the economic benefit of anyone other than the .
owner thereof, -,

(5) and intending or knowing that the offense will,
injure any owner of that trade secret, knowingly

(6) steals, or without authorization appropriates, -
takes, earries away, or conceals, or. by fraud,
artifice, or deception obtains such information . . .

Shall be fined and/or imprisoned per 18 USC § 1832.



Economic
Espionage

(1) Whoever, . ey -

(2) intending or knovvmg'that the offensevwll benefit
any foreign government, foreign mstrumentallty
or foreign agent, knowingly— ,

(3) steals, or without authorization approprlates
takes, carries away, or conceals, or by fraud,
artifice, or deception obtains a trade secret. . .

Shall be fined under 18 USC § 1831,



The China Initiative

the launch

The China Initiative was
launched by the DOJ in
November 2018.
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the mission

It dedicates government
resources to investigating
and prosecuting trade
secrettheft cases.

the numbers

In February 2020, the
FBI director stated there
are more than 1,000
pending investigations.



What Makes a Trade Secrets Theft Case Criminal?

» Evidence to Prove All Statutory Elements.

« Especially Egregious Conduct.

* Value of the Trade Secret.

* Victim Characteristics.

« Impact of parallel civil litigation.

» Impact of a Potential Prosecution/Anticipated deterrent impact.

* Nexus to a Foreign Actor.

U.S. Attorneys’ Office Enforcement Priorities. élé




What To Do Before Referring a Case?

* Preserve Evidence.
« Forensic Investigation.

« Establish the Compelling Narrative Supported by
Key Evidence.

« Establish Law Enforcement Relationships in
Advance.




How to Refer?

* In person meeting with outside counsel, executive level expert, FBI and
AUSA.

« U.S. Attorneys’ Office Point Person for Trade Secrets Referrals.

=)

« Create Law Enforcement Relationships in Advance.




Things to Avoid?

N\

Technology Deep Dive.
Choosing the Wrong Meeting Attendees.
Permitting Spoliation Before Referral.

Provision of Non-disclosable Information,
Including Privileged Information.

Interference in government processes.




Protection of Trade Secrets in Criminal
Investigation/Prosecution

« Limits to Confidentiality Obligations on Government.
» Brady Obligations.
> 6" Amendment.
» Criminal Discovery Obligations.

 Interim Stipulated Protective Order.
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What to Expect As a Criminal Trade Secrets Theft

Victim?

Lengthy Time to Conclusion.

Extensive Legal Process Required for Certain
Investigative Powers.

» Includes international cooperation.

Risk of Disclosure of Confidential Company
Information.

Victims’ Rights Limitations: No Control Over
Outcome.

Financial Impacts.



What to Expect As a Criminal Trade Secrets Theft
Victim?
 Criminal Process:

» Investigation.

o Use of investigative process incl. search warrants.

> Indictment.

» Counsel Negotiations and Criminal Pre-trial Litigation.

» Trial.
» Sentencing. S Z‘




How to Avoid Being Victimized?

« Effective Compliance Policy re: Trade

Secrets.
a « Safeguard Against Data Theft.
® * Onboarding/Offboarding.
\g— « Add Layers of Protectionin Dealing with

A Foreign Partners.




Addressing Risk of Criminal Trade Secret Theft/Economic Espionage

International Business relationships that may trigger heightened scrutiny

Employees

Venture Researchers Government
Partners Agencies




Discussion -
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