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In brief
The pandemic presents a huge opportunity to accelerate the uptake of innovative digital health solutions at
scale. In the UK, many healthcare organisations are receiving multiple proposals for digital health solutions
from innovators every day. These solutions could ease the burden on hospitals facing enormous demands
on time and clinical resource. To facilitate adoption, UK regulators and healthcare providers are working
together to clarify the regulatory pathway for new products and services in this space.

Top 5 legal issues to have on your radar
1. Medical Device Regulation
If your digital health solution has a medical purpose, there's a risk it will be regulated as a medical device in
the EU. There are exceptions to this, but companies should conduct an assessment to determine whether
this is the case and the classification of any potential medical device.
EU medical device regulation is in a state of transition and comprises the outgoing Directive 93/42 on
medical devices (MDD) and the incoming Regulation 2017/745 on medical devices (MDR). The MDR will
only fully replace its predecessor, the MDD, on 26 May 2021 (it was recently postponed for an additional
year in order to allow manufacturers to focus on COVID-19). During the transition period, devices can be
placed on the market under the current MDD, or the new MDR, and the two regimes operate in parallel. The
UK's Medicines and Healthcare products Regulatory Agency (MHRA) is firmly focussed on prioritising any
tools in the fight against COVID‑19, so any digital health tool aimed at helping in this is likely to receive
priority attention in reviews and approval procedures. In some circumstances, the MHRA may authorise
manufacturers to supply a non-CE marked device in the interest of protecting public health.

2. The hurdles in using patient data: data privacy, medical confidentiality
and cybersecurity
In the EU, organisations using patient data will need to assess whether they act as processor or controller,
and comply with corresponding obligations under the GDPR. There can be difficult GDPR questions to
grapple with, such as consents, security measures, and restrictions on transfers of data. The UK's
Information Commissioner's Office has issued guidance during the pandemic, emphasising that data
protection doesn't stop organisations from sharing information quickly or adapting the way they work – data
protection is about being proportionate.
But the GDPR is only one part of the jigsaw puzzle when using patient data. In the UK, you may need to
factor in the common law duty of confidentiality between doctors and patients – this restricts sharing of data

by healthcare professionals. There's also the National Data Guardian's Data Security Standards and the UK
National Health Service (NHS)'s detailed information governance requirements. It's important to see GDPR
compliance as one aspect (albeit a highly important one) of your organisation's approach to patient data in
the UK.

3. Registration requirements for regulated activities?
There's no telemedicine-specific legislation in the UK, and this has created a more digital health-friendly
environment than some other jurisdictions. However, your organisation may still need to register certain
regulated activities with the UK's Care Quality Commission (CQC), such as triage and medical advice
provided remotely. The registration process involves a detailed application process, an assessment by the
CQC and a CQC inspection. Providers of regulated services are also expected to comply with 'fundamental
standards' and guidance on issues such as mental capacity of patients and verification of patient identity.
The CQC has announced that it will be stopping routine inspections during the pandemic, to focus on its
primary objective to support providers to keep people safe.

4. Liability
We advise digital health providers to consider and mitigate several potential avenues for liability
claims, including:
•
•
•
•

strict liability under the Consumer Protection Act 1987 which implements the EU Product
Liability Directive;
fault-based liability for negligence, including medical negligence claims;
contractual liability, depending on the contracts entered into; and
exposure to liability under the MDD and MDR.

There is a relatively high, and ever increasing, appetite for medical negligence actions in the UK.

5. Market access and reimbursement
The NHS is by far the largest customer of healthcare products and services in the UK. However, the NHS
can be a difficult customer to get to grips with – processes are decentralised, complex and may sometimes
vary between NHS trusts. We advise providers of digital health solutions on public procurement laws in the
UK and the complexities of contracting with NHS bodies, including the monetary thresholds for contracts
which may necessitate public tenders by hospitals, potential commercial models of supply,
and reimbursement.
There is new guidance making it easier for commissioners to adopt digital healthcare technologies, and for
innovators to facilitate this. The UK's National Institute for Health and Care Excellence (NICE) has produced
an evidence standards framework for digital health technologies, addressing effectiveness standards and
economic impact standards. The UK has also produced a 'Code of conduct for data-driven health and care
technology', setting out the UK government's expectations from those developing, deploying and using datadriven technologies into the NHS. Like the MHRA, NICE is prioritising the fight against COVID‑19, so any
digital health solutions in this space are likely to be prioritised by NICE in their review and approval
procedures.
Back

Contact us

Julia Gillert

Graham Stuart

Jaspreet Takhar

Of Counsel
julia.gillert
@bakermckenzie.com

Partner
graham.stuart
@bakermckenzie.com

Associate
jaspreet.takhar
@bakermckenzie.com

Baker & McKenzie International is a global law firm with member law firms around the world. In accordance with the common
terminology used in professional service organizations, reference to a "partner" means a person who is a partner or equivalent
in such a law firm. Similarly, reference to an "office" means an office of any such law firm. This communication has been
prepared for the general information of clients and professional associates of Baker & McKenzie. You should not rely on the
contents. It is not legal advice and should not be regarded as a substitute for legal advice. This may qualify as "Attorney
Advertising" requiring notice in some jurisdictions. Prior results do not guarantee a similar outcome.
Privacy Policy

©2021 Baker McKenzie

