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Frequently asked questions regarding
the EU Whistleblowing Directive

We have an effective

= whistleblowing
program in place - does
that mean, we do not
have to change it?

Even if you have a sophisticated and
effective whistleblowing program in place, it
is almost certain that the EU Whistleblower
Directive ("WBD") and the implementation
laws in the EU Member States will require
you to adjust it. Depending on the current
setup, minor adjustments may suffice. But in
some cases, significant adjustments need to
be implemented that affect the setup of the
global whistleblowing program.

Why do we need
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program?

The aim of the WBD and the implementation
laws in the EU Member States is to protect
whistleblowers. The WBD is intended to
establish uniform minimum standards
throughout the EU to ensure effective
whistleblower protection (focus on the
whistleblower). The WBD is not a blueprint
for an effective whistleblowing program. It
only dictates the requirements companies
need to implement to protect whistleblowers
when reporting misconduct. In fact, some of
the requirements may render the existing
whistleblower programs less effective.
Lastly, adjusting the existing whistleblowing
program to the WBD often means that the
data protection measures need to be revised
as well.

What happens if we do

not act?

As with every modern compliance
legislation, violating the WBD and its
implementation laws may lead to fines, in
particular, if a company fails to protect the
confidentiality of a whistleblower or if they
are retaliated against. Unlike other laws, the
fines are monetary values and not calculated
based on a percentage of the companies’
turnover. But since there is no central authority
to monitor the implementation across the EU,
companies may be scrutinized by up to 27
Member States.

In addition to the sanctions under the WBD
and implementation laws, companies may
violate data protection requirements and
rights of affected individuals under the
GDPR. And the consequences for data
protection violations may be significantly
more severe for multinationals operating in
the EU.

=2 Is the WBD in force yet?

The WBD itself is in force, but it only binds
the Member States. They were obliged to
transpose the WBD into national legislation
by the end of 2021. But only 10 out of 27
have passed national implementation laws
as of 1 November 2022. Of the larger
countries, France, Sweden and Portugal have
already implemented the WBD. The German
implementation law is in its final stages.
Italy, Spain, the Netherlands, Belgium and
Poland are also refining their draft
implementation laws.

How much time do we
@ have left to implement
the adjustments?

In Member States that have already
implemented the WBD, companies must
follow the existing requirements. The
current draft laws usually contain a grace
period of up to three months. But since the
necessary changes may require significant
adjustments and involvement of multiple
stakeholders, companies should act swiftly.

Do we need to

AAQ implement 27 different

£ whistleblowing
programs?

The aim of the WBD is to introduce an
EU-wide concept to protect whistleblowers.
This means in practice that companies may
implement a homogeneous whistleblowing
program in the EU, while observing special
national law requirements. Additional
complicating factors are statements from
the EU Commission requiring companies to
implement local whistleblowing channels
(cf. section |.3. below). Companies should
also check whether adjustments to the
whistleblowing program trigger any
co-determination or information rights of
works councils.



Common issues and pitfalls

Protection mechanisms and procedural aspects of the WBD

and national implementation laws
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1. Do you allow employees to submit
reports to other functions,
e.g., managers, HR, legal, audit?

This is one of the most crucial issues: If you offer a
variety of formal whistleblowing channels, each
channel has to satisfy all applicable procedural
requirements (e.g., documentation, confidentiality,
independence, etc.). If the number of the
whistleblowing contacts that employees can submit
complaints to is relatively large, ensuring
confidentiality, proper documentation,
independence and sufficient expertise of these
whistleblowing contacts is costly, burdensome or
even practically impossible, exposing the company
to fines under the WBD/implementation laws.
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2. Are the whistleblowing channels
available to all individuals
concerned?

Some national implementation laws extend the
scope beyond a single group of individuals such as
current employees. Some national laws, for
example, the German Supply Chain Act, require
companies to make a whistleblowing channel
available to third parties outside the organization.
Under the German Supply Chain Act, the
whistleblowing channels need to be available to
any person in a given company's supply chain.

. Does your reporting channel offer

employees the option to report to
local whistleblowing contacts ?

In practice, multinational companies have
established group-wide, central whistleblowing
channels. The complaints are usually handled by
specialized teams in designated hubs. However, the
EU Commission (and some EU national legislatures)
issued statements that it prefers companies to have
a dedicated whistleblowing program in each legal
entity of a group of companies. It will likely take
some time to settle this dispute between the EU
Commission and the Member States. But companies
should, in any case, take preliminary steps to at
least give their employees the option to report an
issue locally, e.g., via adding an option to the
whistleblowing platform that routes the complaint
to the local Whistleblowing Team.

. Have you organizationally ensured

that the Whistleblowing Team
operates independently and has
sufficient expertise?

The WBD requires the Whistleblowing Team to
operate independently, i.e., it must not be bound by
instructions from other functions in the company
when reviewing complaints. This needs to be
established on an organizational level.




5. Is your confidentiality concept

audit-proof?

Confidentiality is a key feature of the WBD to
protect whistleblowers from retaliation and to
ensure that allegations can be investigated without
interference from affected individuals. For this
reason, confidentiality violations are punishable
offenses in the EU.

Confidentiality needs to be organizationally ensured
via robust controls throughout the entire life cycle
of a report, from the moment the report is
submitted (Who is able to see the report? Is the
identity of the whistleblower shared with other
functions, e.g., management, without their
consent?). In addition, confidentiality extends to
other individuals beyond the whistleblower.

It is particularly burdensome for a company to
ensure confidentiality in an auditable way if reports
may also be submitted to individuals outside a
(central/local) Whistleblowing Team (see section 1.
above), like management, HR, etc. Without strict
procedural rules, it often cannot be ensured that
only authorized persons learn about the subject of
the report, the identity of the whistleblower and
other individuals concerned.

Lastly, companies are confronted with a dilemma
under the WBD, because they must protect the
identity of a whistleblower but also ensure that
allegations for retaliation are investigated properly.
This task can practically become challenging.

EU data protection
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1. Have you assessed the data

processing justification, in
particular, for report outside the
scope of the WBD and national
implementation laws?

Any processing of personal data requires a legal
basis. Whistleblowing reports generally contain
personal data of the whistleblower as well as the
other individuals affected.
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6. Is your retaliation protection

limited to the whistleblower?

Just like confidentiality, the prohibition of retaliation
is at the heart of the WBD, and the national
implementation laws and violations may lead to
significant fines. The protection mechanism is not
limited to the whistleblower. It also protects other
individuals, e.g., individuals who supported the
whistleblower or assisted during an investigation.

How do you ensure retaliation
protection and protect the company
in case of retaliation allegations?

Managers and HR need to be aware of the prohibition
to retaliate and understand their responsibility to
stop, address and prevent retaliation. This can be
achieved by way of trainings and by holding those
accountable who engage in or fail to stop
retaliation. To be best protected in case of unfunded
retaliation allegations, managers and HR should
document the underlying reasons for HR decisions.

To the extent there is no legal obligation that
requires the processing of personal data, another
justification to process the data must be established
and documented.

This applies, for example, to alleged violations that
do not fall under the scope of the WBD and
implementation laws. Companies usually tend to
apply a broad scope to their whistleblowing
concept, covering apart from criminal conduct,
violations of laws applicable to the company and
violations of internal policies. However, the scope of
the WBD and implementation laws is narrower. It
does not cover violations of internal policies and
the scope is often limited to severe violations

of laws.
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2. Have you considered and

taken data protection
measures regarding the
whistleblowing program?

There are several measures that need to
be considered and adopted from a data
protection law perspective when
implementing or adapting a
whistleblowing program. The following
is a non-exhaustive selection of typical
measures (the details depend on the
specific set-up): data protection
agreements, involvement of data
protection officer, notice to employees
and other individuals who shall be
permitted to submit reports, notice to
affected individuals, manual/instructions
for individuals who review and further
investigate the reports, records of
processing activities, intra-group data
protection agreements, data protection
impact assessment, deletion concept,
data security concept, additional local
law requirements and specifics.
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3. Are you prepared for Data

Subject Access Requests
(“DSAR")?

DSARs have become challenging tools,
particularly popular with individuals
subject to whistleblowing reports.

The scope of the DSAR is broad and
companies may be confronted with

a request to disclose information about
a complaint or an investigation. At the
same time, they must ensure
confidentiality and protect the
whistleblower and others (see section I.5.
and 6. above) from retaliation. The WBD
and the national implementation laws
provide little guidance on how
companies should handle such
situations. It has proven to be helpful in
establishing standardized processes to
ensure that the company responds to
DSAR in a consistent and coordinated
manner and takes the associated risks
in all directions into account by carrying
out a case-by-case assessment — also
considering local (data protection) laws.

Effectiveness

Whistleblowing programs
must be compliant and
effective

Compliance with the requirements of
the WBD and national implementation
laws as well as data protection
requirements are regulatory
requirements. But companies must also
ensure that the whistleblowing program
is effective. A whistleblowing program is
effective if:

m whistleblowers are encouraged
to report misconduct,

m the reporting channels are
user-friendly,

the reports are processed promptly
and properly,

the reports are handled consistently
and equally,

the necessary follow-up measures, in
particular internal investigations, are
initiated when adequate,

sanctions are imposed and corrective
measures are taken where suspicions
are confirmed, and

the entire process is established in an
auditable way.
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