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Strategic Considerations in Parallel
Trade Secrets Actions

Jessica Nall and Erin Shields

Jessica Nall is a Partner in Baker McKenzie's San
Francisco and Palo Alto offices. She is a member of
Baker’s North America Trade Secrets practice and
has extensive experience in defending companies
and individuals in high stakes trade secrets
criminal investigations and prosecutions as well as
representing companies that are victims of trade
secrets misappropriation.

Erin Shields is an associate in Baker McKenzie's
Los Angeles office and is a member of the Firm’s
Litigation and Government Enforcement practice.

There are several circumstances in which the same facts
or transactions at issue in a civil litigation will also give
rise to multiple proceedings that will all occur in parallel.
These can include a government investigation and subse-
quent criminal prosecution, civil injunctive relief action,
and potentially sanctions proceedings, in addition to the
civil action by a private plaintiff.

In fact, this confluence of parallel actions can occur
somewhat frequently in trade secrets misappropriation
cases. “It has been estimated that intellectual property
in the United States is valued at nearly half the entire
economy.”! It is no surprise, then, that the United States
government has thrown itself into taking action against
the perceived large scale theft of American trade secrets,
especially by foreign actors. In recent years, the DOJ has
placed particular emphasis on vindicating the interests of
large corporations that have been victims of trade secret
theft.? It is thus becoming more common for alleged
perpetrators of trade secrets theft to face not only civil
litigation from a victim corporation, but also a criminal
indictment, and parallel criminal and civil regulatory liti-
gation, on the same facts.

The prospect of a parallel government investigation is
even more likely where the underlying facts involve a for-
eign nexus to the alleged trade secrets theft. The criminal
charge of “economic espionage” is defined as the theft of
trade secrets “intending and knowing that the offense will
benefit any foreign government, foreign instrumentality,
and foreign agent.” In recent years the DOJ has been
particularly willing to bring this charge when the for-
eign government perceived to benefit from trade secrets

theft is China. In November 2018, the U.S. Department
of Justice under the Trump administration launched the
“China Initiative,” a program intended to combat per-
ceived efforts by the Chinese government to steal trade
secrets and engage in economic espionage. Two years
after the launch of the China Initiative, the Department
of Justice released a “Year-in-Review” press release tout-
ing its success in making “incredible strides in countering
the systemic effort” by China to “enhance its economic
and military strength at America’s expense.”*

A parallel criminal trade secrets investigation presents
significant implications for parties in what would ordi-
narily be civil trade secret matters. While the government
may be acting to vindicate the interests of American
people and corporations in safeguarding American intel-
lectual property, there are strategic considerations a vic-
tim corporation must take into account where an alleged
perpetrator is likely to face criminal charges. For exam-
ple, a company in the victim/plaintiff role may want to
file a complaint as quickly as possible to prevent further
theft or use of its misappropriated trade secrets; however,
there may be risks to doing so if a referral to criminal
authorities is also contemplated. Early negative develop-
ments in a civil case (for example, the denial of a TRO)
may mean that the government, with its much higher bur-
den of proof, declines to investigate. Civil litigants filing
for TROs may not yet have sufficient command of the
facts to effectively “shape the narrative” in the way the
government might like to do in prosecuting a criminal
case. Problems can arise if government investigators dis-
cover facts in their initial investigation that are different
from what plaintiffs have represented in civil pleadings.
Parallel cases can also pose risks for timely recovery of
damages—defending two or more cases for a protracted
length of time may mean a defendant is insolvent when it
comes time for a plaintiff to recover. And perhaps most
importantly to trade secrets litigants, criminal charges
can put the resolution of a civil case on hold for literal
years.

Likewise, the threat of parallel investigations poses
unique challenges to corporations accused of having par-
ticipated in or sponsored a trade secrets misappropria-
tion or economic espionage. Government prosecutors
may benefit where a plaintiff is successful in developing
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key facts in civil discovery, as discovery under Federal
Rule of Criminal Procedure 16 is much more limited
than civil discovery. Defendant corporations faced with
two or more parallel proceedings face mounting defense
costs and other expenses along with a future resolution
that will likely involve significant criminal fines and pen-
alties on top of damages eventually owed to plaintiffs.
And defendants must carefully consider how to mount
a full defense in such a case without waiving any of the
constitutional rights afforded to them in light of a paral-
lel criminal investigation. As a result, despite the costs
associated with delaying resolution for (sometimes) many
years, accused corporations are often better off seeking a
stay of the civil litigation as soon as possible.

The Fifth Amendment and
Parallel Proceedings

A defendant may assert his or her® Fifth Amendment
right against self-incrimination in any civil case where
the defendant is “confronted by substantial and real, and
not merely trifling or imaginary, hazards of incrimina-
tion.”® Invocation of Fifth Amendment rights is not as
simple as it may sound, however. Waymo LLC v. Uber
Technologies Inc., filed in 2017 in the Northern District of
California,’ illustrates the risks where key parties decline
to testify. There, Waymo’s complaint alleged that Uber
conspired with Anthony Levandowski, a former execu-
tive at Waymo, to steal Waymo’s trade secrets regarding
self-driving car technology. Based in part on Waymo’s
civil complaint (and unusually pointed commentary from
the presiding Judge), the U.S. Attorneys’ Office for the
Northern District of California opened a criminal trade
secrets investigation into Levandowski’s conduct.®

At his deposition in the civil case, Levandowski invoked
his Fifth Amendment rights and declined to testify; he
also declined to produce any of the allegedly misappro-
priated documents.” Levandowski was later indicted for
theft of trade secrets'® and sentenced to 18 months in
jail."! In a court-ordered brief on the Fifth Amendment
issue, Levandowski’s attorneys argued that Waymo’s alle-
gations of steal[ing]” and “misappropriat[ing]” intellec-
tual property inherently “conjure the threat of criminal
sanction under 18 U.S.C. § 1832 or other similar federal
or state statutes. Accordingly, merely by virtue of the
accusations themselves, there is a ‘possibility’ of pros-
ecution, and Mr. Levandowski cannot be compelled to
testify.”1? Though Levandowski was actively under crimi-
nal investigation at the time of his invocation, this situ-
ation can arise as a practical matter in almost any civil
trade secrets misappropriation case. As Levandowski’s
counsel argued, an allegation of theft of trade secrets

inherently carries a risk of criminal prosecution which
may justify invocation of an individual’s right against
self-incrimination.

Importantly, asserting a Fifth Amendment privilege
against self-incrimination in a federal civil case carries
the distinct risk that the court may permit an adverse
inference from a party’s refusal to testify. This is one of
the more difficult positions in which parallel actions (or
even the potential existence of a parallel investigation)
place defendants: key individual witnesses must choose
between waiving their Fifth Amendment rights in order
to mount a full defense in a civil case or preserving their
Fifth Amendment rights while risking a potentially dam-
aging negative inference. The plaintiffs in Waymo v. Uber
briefed the court regarding their entitlement to a num-
ber of damaging negative fact inferences as a result of
Levandwoski’s refusal to testify.!* The case subsequently
settled with Waymo receiving $245 million worth of Uber
shares,'* with the potential for negative inference jury
instructions a likely factor in driving the resolution.

Parallel Proceedings and
Case Continuity

Some of the same concerns about the effect of paral-
lel proceedings on potential criminal defendants’ rights
may affect the continuity of a civil case, delaying it—
often for years—until a criminal case is resolved. This
point is illustrated by the parallel civil and criminal cases
of Micron v. United Microelectronics Corp. and U.S. v.
United Microelectronics Corp., both filed in the U.S.
District Court for the Northern District of California.
Both cases involved an alleged conspiracy to steal semi-
conductor-related trade secrets from Micron Technology
Inc., a U.S. semiconductor company.'?

UMC was the first criminal prosecution brought by
the U.S. Department of Justice pursuant to the China
Initiative. An indictment of UMC and its Chinese joint
venture partner Fujian Jinwha for economic espionage
and trade secrets misappropriation was unsealed on the
same day the initiative was announced: November 1,
2018.' Micron, the entity whose trade secrets were alleg-
edly stolen, had filed its initial complaint against UMC
(and other defendants) almost a year previously on
December 5, 2017.'7 The civil case was thus well under
way when the DOJ indicted five defendants, including
UMC, Fuyjian Jinwha and three individuals, on criminal
charges involving the same underlying facts.

Following denial of its motion to dismiss Micron’s com-
plaint, defendant UMC immediately moved to stay the
civil case in light of the criminal proceeding. Both the
Fifth Amendment implications and broader discovery
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available in a civil case were argued as factors mandating
a stay.

In its motion to stay the civil proceeding, UMC argued
the parallel proceedings would prejudice its ability to
defend itself in either case: either its ability to defend
itself in the criminal proceeding would be prejudiced by
Micron’s ability to obtain discovery against its directors
and officers in the civil proceeding, or UMC’s ability
to defend itself in the civil proceeding would be preju-
diced by its directors and officers invoking their Fifth
Amendment rights.!?

UMC further argued that the issues at stake in the
civil and criminal proceedings were essentially identi-
cal,’” and that “the more liberal obligations under civil
discovery rules could force [criminal Defendants] and
other key individuals to produce materials that would
expose facts that they would not be required to produce
in the criminal proceeding, and substantially prejudice
all the indicted parties when they would inevitably be
used against them there anyway.”?’ Implicit in UMC’s
concern over providing discovery to Micron in the
case was Micron’s apparent cooperation with the U.S.
Attorneys’ office investigating the criminal matter, with-
out which a criminal indictment would never have been
brought.

The court granted UMC'’s stay motion in July of 2019.
The court found the risk of prejudice to the Defendants
“arising from an inability to obtain testimony from indi-
viduals who have the right not to incriminate themselves
[was] substantial.”?' Likewise, the court found that the
Defendants would be forced to publicly disclose more
information about their defenses in the course of the civil
proceeding than the government would be entitled to
under the Federal Rules of Criminal Procedure.??

Moreover, the court held that “the public interest is
furthered by a stay because the public’s interest in the
integrity of the criminal case is entitled to precedence
over the civil litigant.”? Although the public also has a
strong interest in the protection of trade secrets, [...] and
companies that presently compete in the same market
as Micron have a strong interest in preserving the integ-
rity of the market, [...] such interests are advanced by
the pending criminal prosecution, which seeks to protect
both the public’s interest in protecting Micron’s trade
secrets as well as the integrity of the” semiconductor
market.?*

On Oct. 28, 2020, more than two years after charges
were unsealed and nearly three years after the civil case
was initiated, UMC entered a guilty plea in the crimi-
nal case.”® Despite this significant development, on
January 5, 2021 the court in the civil proceeding denied
Micron’s motion to lift the stay. Although the court held
that UMC’s original arguments no longer justified the
stay, co-defendant (and former venture partner) Fujian

Jinhua’s circumstances were unchanged and thus the stay
should not be lifted until the criminal case against it has
concluded.?® Given Fujian Jinhua’s position as a Chinese
entity operating outside the territorial reach of U.S. pros-
ecutors, resolution of the criminal case against that entity
remains elusive. Nearly three and a half years after fil-
ing its civil suit, there is still no end in sight for plaintiff
Micron with respect to this case.

Parallel Civil Regulatory
Proceedings

On the same day the criminal case was filed, the
United States Government brought yet a third case
against UMC and Fujian Jinhua. This third legal pro-
ceeding was a civil action for injunctive relief under 18
U.S.C. § 1836(a), “which permits the Attorney General
to ‘obtain appropriate injunctive relief’ against viola-
tions of 18 U.S.C. §§ 1831 and 1832.”2" The Government
sought this injunction to prohibit UMC and Jinhua
from “exporting, reexporting, causing the export of,
attempting to export to the United States; selling or
supplying, directly or indirectly to the United States;
or causing the import into the United States of, any
products containing” semiconductor technology, or for
conveying the alleged misappropriated trade secrets in
any way.”® The relief requested duplicates that which
Micron requested in its own complaint, which sought
to prohibit “UMC and Jinhua from further acquisition,
disclosure, use, and possession of the Micron trade
secrets[.]”%

In February 20, 2019, before UMC had even filed a
response to the government’s complaint, UMC moved to
stay the government’s civil proceeding, citing many of the
same arguments as it later asserted in the case brought
by Micron—namely, broader civil discovery, Fifth
Amendment implications, and disclosure of its defenses.*
The Government filed a statement of Nonopposition; a
mere two days after it was filed, the court granted UMC’s
motion to stay proceedings.’’ UMC was voluntarily dis-
missed from the civil case on the same day it pleaded
guilty in the criminal case.’> While Fujian Jinhua remains
a party to the case, its deadline to file a response to the
Government’s complaint was extended to thirty days
after resolution of the criminal case against it, which, as
noted, remains uncertain.®

Even though the Government did not oppose the stay,
the timing of the civil case—filed at the same time as the
criminal action and dismissed (at least as to UMC) at the
time of UMC’s guilty plea—suggests that it was largely
designed to put greater pressure on UMC and Fujian
Jinhua in the criminal proceeding.

MAY/JUNE 2021

IP Litigator 19

®



Entity List Proceedings

At the same time as it was forced to defend three parallel
legal proceedings, Fujian Jinhua faced yet another type
of parallel action for its alleged role in misappropriating
trade secrets from Micron: it was placed on the Bureau of
Industry and Security (BIS)’s “Entity List.” The Entity
List is another tool in the Government’s toolkit which
can be used to place pressure on companies alleged to
have stolen trade secrets. The “Entity List” refers to a
section of the Export Administration Regulations which
contains a list of foreign persons/entities “that are subject
to specific license requirements for the export, re-export
and/or transfer (in-country) of specified items.”3* BIS
may also apply a presumption of denial of licenses to
an entity on the List. That presumption can and often
does have crippling economic consequences for a listed
company.®

The Entity List was instituted in 1997 as a way to flag
entities involved in some way in the production of weap-
ons of mass destruction.?* While many entities are still
placed on the list due to “national security” concerns,
theft of trade secrets is a growing justification for new
listings. Indeed, there is a growing risk that entity list-
ing may become a more prevalent enforcement tool in
the trade secrets area as the United States government
flexes its prosecutorial muscle against foreign compa-
nies believed to have been involved in trade secrets theft
such as Fujian Jinhua. This has proved particularly
true when it comes to the United States Government’s
push to prosecute those allegedly involved in passing
American trade secrets to China,* supported by poli-
cies like the China Initiative. In line with these trends,
Chinese companies made up by far the majority of new
additions to the entity list in BIS’s latest December 2020
revision.

The entity list is an administrative tool that the gov-
ernment may use to expand its enforcement extrater-
ritorially,’ to reach and punish companies such as
Fujian Jinhua over which the U.S. would not other-
wise have jurisdiction. Entity listing may also be used
concurrently with criminal and/or civil trade secrets
litigation to apply additional pressure on companies
accused of serious trade secret theft. Given the Entity
List’s potential for completely prohibiting a company
from doing business with or in the U.S., prosecutors
recognize the degree to which this tool can wield sig-
nificant power in incentivizing parties to resolve a
criminal case.

For example, in May 2019, Chinese telecommunica-
tions giant Huawei—along with all of its global subsid-
iaries and affiliates, which “cover 26 countries in Asia,
the Middle East, Africa, Europe and the Americas”4—
was placed on the BIS entity list.*! This occurred on the

heels of two separate indictments of the company. The
first indictment, filed in January 2019 in the Western
District of Washington, alleged theft of trade secrets
from T-Mobile regarding its proprietary robotic phone
testing system, “Tappy.”+

In its motion to dismiss the Washington indictment,
Huawei pointed out that the facts underlying the case had
already been settled between the parties in litigation back
in 2014, when the jury awarded T-Mobile $4.8 million in
a breach of contract claim but no damages for misap-
propriation of trade secrets.¥ Huawei further claimed it
had been subjected to selective prosecution—in essence,
that it had been targeted years after the resolution of the
civil case due to a concerted effort by the United States
government to target Chinese corporations for political
reasons.* The parties have stipulated to multiple trial
continuances and these claims have not yet been decided
by the court.®

In January 2020, a second indictment was returned
against Huawei in the Eastern District of New York.%
The superseding indictment in New York added rack-
eteering and conspiracy to misappropriate trade secrets
charges*’ to an existing indictment alleging that Huawei
had obfuscated its relationship with its Iran-based subsid-
iary, Skycom, in order to avoid US laws regarding export
of US products to Iran in violation of the International
Emergency Economic Powers Act.® The superseding
indictment included charges relating to a bonus policy
Huawei allegedly had for employees who provided confi-
dential competitor information.*

Both cases involving Huawei are still ongoing. In the
meantime, the Entity List has effectively prohibited
Huawei and all of its subsidiaries from doing business in
the United States. The US has also put pressure on other
countries, including Australia, New Zealand and Japan,
to ban Huawei’s networking equipment.>

Conclusion

As evidenced particularly by the cases of Fujian Jinhua
and Huawei, the Government has a great deal of power
to sanction defendants accused of misappropriating
trade secrets on multiple fronts. This power is more often
than not leveled at foreign entities, particularly those
operating in China. While oral argument on Huawei’s
selective prosecution claim will not be heard until 2022,
the company is not alone in protesting the United States’
efforts to target Chinese companies for alleged theft of
trade secrets. The China Initiative has raised numerous
civil rights issues with regard to the treatment of Asian
Americans and Asian immigrants who are subjected
to criminal investigation that some claim is politically
motivated. Multiple Asian American and civil rights
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organizations have requested that the new administra-
tion re-examine the China Initiative and, in particular,
address the potential unintended discriminatory side
effects of the branding of the initiative and its policies.
3! The calls for reform have only increased in light of the
sharp increase in anti-Asian hate crimes since the begin-
ning of the COVID-19 pandemic.®

In light of these trends and the US government’s broad
power to take action against trade secret misappropria-
tion, companies defending these claims—especially those
with Chinese business partners or operations—must care-
fully prepare for the possibility of multiple actions. With
so many avenues for relief, it is likely that information
gleaned from one case may spur multiple proceedings
or actions. For example, Huawei spokesperson Glenn
Schloss has stated that the criminal trade secrets charges
against the company “are largely based on recycled civil
disputes from the last 20 years that have been previously

settled, litigated and in some cases, rejected by federal
judges and juries.”>

However, for defendants, key successes in one case can
sometimes be used to defeat claims in multiple parallel
proceedings. Take for example the indictment filed by
prosecutors in the Northern District of California in June
2018 against former Jawbone employees on allegations
they took trade secrets to competitor Fitbit in U.S. v
Mogal ** Each of the six defendants had previously been
involved in, and successfully defended, a similar civil suit
in California state court.” After the federal criminal jury
acquitted the first former employee to go to trial, pros-
ecutors dismissed the remaining defendants, finally end-
ing a case that had gone on for years.”® Lengthy delays,
skyrocketing costs, and strategic pitfalls at every turn
can be just some of the many issues parties in parallel
trade secrets proceedings will face on their path to a final
resolution.
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